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BAI 6. PAM BAO AN TOAN VA BAO MAT THONG TIN,
DU LIEU TREN MOI TRUONG SO

THONG TIN TONG QUAN
% Thoi lwgng

e Thoi luong 1y thuyét: 02 Tiét.



Thoi luong thuc hanh: 02 Tiét.

¢ Hinh thirc day hoc

Truc tuyén két hop truc tiép.

< Doi twong hoc

Nguoi dan c6 nhu cau nang cao ky nang co ban va can ing dung cong nghé
sO vao cac hoat dong cd nhan va cong viéc hang ngay.
Yéu cau: Nguoi dan da nam viing cac k¥ nang sé co ban vé st dung thiét bi,

Internet.

% Muc tiéu bai hoc

Sau khi hoan thanh bai 6, nguoi hoc ¢6 kha nang:

e Nim duoc tam quan trong cua viéc bao mat thong tin va dir li¢u ca nhan trén
khong gian sb.

e Hiéu duogc cac rui ro phd bién (nhu lira ddo, mi doc) va hau qua cia viée
mat an toan thong tin.

e Nhan biét cac loai hinh tin cong mang va thu doan Itra dao phé) bién trén
mang xa hoi, email, tin nhén.

e Biét cach su dung mat khau an toan, thiét 1ap va quan ly mat khau manh, st
dung xé4c thuc hai yéu t6 (2FA).

e Biét cach cai dat quyén riéng tu, quan 1y quyén truy cip tng dung va thiét
1ap cac bién phap bao vé thiét bi co ban.

e (6 ¥ thic than trong, canh gidc v6i cac thong tin yéu cau cung cap di liéu ca
nhan va céc lién két, tap tin la trén moi1 truong $0.

e (6 y thuc thuong xuyén kiém tra, cAp nhat cac bién phap bao mat cho thiét
bi va tai khodn c4 nhan.

NOI DUNG BAI HQC

6.1. Bio vé thiét bi

6.1.1. Cdc quy tic an toan co ban khi thao tic véi thiét bi so

6.1.1.1.Cap nhat phdn mém va cong cu bao mdt tich hop

Trong thoi dai cong nghé sb, cac thiét bi nhu dién thoai thong minh, may tinh

bang, hay laptop khong chi 1 cong cuy lién lac va lam viéc ma con luu trir nhiéu thong

tin ca nhan quan trong nhu tai khoan ngan hang, anh gia dinh, hodc tai li¢u cong viéc.
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Tuy nhién, nhitng thiét bi ndy dé bi tan cong boi virus, phﬁn mém doc hai (malware),
hodc cac chiéu trd lira dao truc tuyén (phishing), co thé gy mat dir liéu, danh cip

thong tin, hodc lam hong thiét bi.

Virus va phﬁn mém ddc hai la cac chuong trinh dugc thiét ké dé xam nhap vao
thiét b, gay hai nhu lam cham may, x6a dit liéu, hodac danh Cép thong tin ca nhan.
Trén Windows di dugc tich hop sin phin mém Windows Security (Windows
Defender Antivirus), vi vy c6 thé d& dang thuc hién viéc quét virus ma khong can cai

thém phan mém bén ngoai. Cac budc tién hanh quét virus nhu sau:

e Buéc 1: Tai thanh tim kiém cua Windows, ta gd Settings

¢ o dpps | Docements | Wb | Sattiogs: | Fokdses. | PholiER o® 5 - 0
Best match
- &
Soarch e wab Settings
tings
Q settings windows

Q. settings app

Q. settings bluetooth

Q settings display

Settings

Bluetooth and
DV

[0 Mouse setti

© Printers & scanners
> Check for updates

Folders
T
Setiings LI I G- |

e Buéc 2: Tai thanh menu bén trdi chon Privacy & security>Windows

Security

‘ Ngo Son - Privacy & security
o

. Sysen
0 Bricoth & dees

v N

App permissions

e Budc 3: Chon Virus & threat protection



Privacy & security > Windows Security

Wirslews Secuity i your horre 1 view andd manage the security a

Protection aress

Related support

e Buéc 4: Tai giao dién cia Virus & threat protection chon Quick scan dé
tién hanh quét nhanh

O Virus & threat protection

Protection for your device against threat

8 Current threats

Who's protecting me?

Manage providers

Help improve Windows Security

% Virus & threat protection settings
Jo a eeded.

<& Virus & threat protection updates

spdate: O

Protection updates

@ Settings

e Buée 5: Cau hinh thoi gian ty dong quét virus hodc quét theo thoi gian thuc
trong myc Virus & threat protection setting>Manage setting

O Virus & threat protection

& Current threats

“@ Virus & threat protection settings

No action nesded

&2 Virus & threat protection updates
1y intetiigens :




G QO © 1l

@ Set

% Virus & threat protection settings

ttings for Microsoft Defende: Have a question
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App & browser )
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ice security
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e ed and faster protection with access to t t (chd@n nhanh chién dich méi).
@ o

tings

% Cép nhat phin mém- Tuwong chin bao mit virng chic

DPé dam bao thiét bi ludn duoc bao vé, hay thuc hién cac budc sau dé cap nhat tu

d6ng cho hé diéu hanh va tng dung cia ban:

Hé diéu
hanh

Hwéng din chi tiét

Windows

1. M& Windows Update: Nhin vao nit StartaCai dit (biéu twong banh ring)
aCap nhat va Bao mataWindows Update.

2. Thiét 1ap: Dam bao hé théng dang & trang thai D3 bat va kiém tra cac cai
dit nang cao dé cho phép tu dong tai xudng.

Luu y: Windows thuong tu dong cap nhét, ban chi can dam béo may tinh
duoc két ndi Internet va khoi dong lai khi c6 thong bao yéu cau.

macOS

1. M6 cap nhat phan mém: Nhan vao menu Apple (goc trén bén trai) aTuy
chon hé théng (System Settings/Preferences) aCai dat chung (General)
aCap nhat phan mém (Software Update).

2. Thiét 1ap: Nhan vao Néang cao (Advanced) va dam bao cac tiy chon tu
dong cap nhat (Tu dong kiém tra cap nhat, Tai vé khi c6 sin, Cai dat tep dir
liéu h¢ thong) déu dugc bat.

Android

1. Cép nhat hé diéu hanh: Vao Cai ditaHé thong (hoic Thong tin dién
thoai) aCap nhat phan mém. Kiém tra va thiét 1ap ché do Tuw dong tdi xuong
qua Wi-Fi.

2. Cap nhat ung dung: Mé tmg dung Google Play Storea Nhan vio biéu
tuong Hd so (gbc trén bén phai) aCai ditaUu tién mangaTu dong cip nhat
ung dungaChon Chi qua Wi-Fi.

10S

1. Cép nhat hé diéu hanh (10S): Vao Cai dataCai dat chungadCap nhat phan
mém. Trong muc nay, chon Ty dong cip nhat va bat ca hai tuy chon Tai vé
ban cdp nhat iOS va Cai dat ban cdp nhat i0S.

2. Cap nhat ung dung: Vao Cai dataApp StoreaBat tuy chon Cap nhat ing

dung.

Trinh
duyét
web

Trinh duyét web (Chrome, Edge, Firefox, Safari) 1a ctra ng6 ban dung dé
vao mang. Viéc cdp nhét ching 1a cuc ky quan trong. Hau hét cac trinh
duyét hién dai déu tu cap nhat.




Hanh dong kiém tra: M trinh duyét ANhan vao menu (thudng 1a ba dau
cham hoic ba gach) & Chon Tro gitp (Help) aGidi thiéu vé [Tén Trinh
duyét] (About [Browser Name]). Trinh duyét s& tu dong kiém tra va cip
nhét néu can.

% Sir dung twong lira va phan mém chong virus

® Quadn ly twong lira

Tudng lira hoat dong nhu mot ngudi gac cong, quyét dinh dir liéu nao duoc phép

vao va ra khoi may tinh cua ban. Ca Windows va macOS déu cé tuong lira tich hop

san, ban chi can dam bao né luén duoc bat.

Hé diéu
hanh

Hwéng din chi tiét kiém tra va bat twong lira

Windows

1. M& bao mat: Nhan vao nut StartaGé tim kiém "Windows Security"
(Bao mat Windows) a M¢ ung dung.

2. Kiém tra trang thai:

Chon Tuong ltra & Bao vé mang (Firewall & network protection).

3. Pam bao bat:Néu thay biéu twong c6 dau tick xanh va dong chir
"Firewall is on" (Tudng lira dang bat) 14 an toan. Néu thiy canh bao, hiy
nhép vao dé bat lai Tudng lira.

macOS

1. Mé cai dit: Nhan vao menu Apple (goc trén bén trai) aCai dat Hé
thdng (System Settings).

2. Kiém tra tudng lira:Chon muc Mang (Network) hodc Quyén riéng tu &
Béao mat (Privacy & Security) aTim Tuong Itra (Firewall).

3. Pam bao bat: Gat nit gat dé dam bao Tuong lira dang & trang thai Bat
(On).

® Qudn ly phdn mém chong virus

Hé diéu hanh Hwéng din chi tiét kiém tra

Str dung phan mém chéng Virus

Windows (Su 1. Kiém tra trang thai: Mo tng dung Windows Security (Bao mat

dung Windows Windows).

Defender) s A A 11iae e
2. Chon muc bao vé Virus: Chon Béao vé khoi virus va moi de
doa (Virus & threat protection).
3. Kiém tra bao vé: Pam bao Bao vé Thoi gian thuc (Real-time
protection) dang ¢ trang thai Bat (On).
4. Quét thiét bi: Ban nén thinh thoang nhap vao Quét Nhanh
(Quick Scan) dé kiém tra cac khu vuc dé bi tin cong trén may
tinh.

macOS

macOS ¢6 cic co ché bao mat tich hop sdu nhu Gatekeeper va




XProtect gitip chong lai ma doc. Nguoi dung macOS thuong
khong bit budc phai cai dit thém phan mém chéng virus ctia bén
tht ba, nhung van nén:

1. Kiém tra tép tai vé: Chi tai ung dung tir App Store hodc cic
nha phat trién da duoc xac minh.

2. Thyc hién quét: Néu can thiét, ban co thé st dung cac phﬁn
mém quét mi doc mién phi uy tin (vi du: Malwarebytes) dé kiém
tra thém.

Dién thoai
(Android/iOS)

Luu y: Trén dién thoai, viéc cai dat thém phén mém diét virus
khong pho bién bang méy tinh.

1. Android: Ludn str dung Google Play Protect (da tich hgp sin
trong Google Play Store) dé quét ing dung.

2.10S: Apple App Store c6 quy trinh kiém duyét nghiém ngit,
chi can dam bao ban khong bé khoa (Jailbreak) thiét bi va chi tai
ung dung tir App Store chinh thure.

® Quy tic an toan khi lwa chon phdn mém chong virus

v Ul tién da tich hop sin: D4i v6i may tinh, hiy tan dung tdi da cac cong

cu bao mat ¢ san trong hé diéu hanh (nhu Windows Defender).

v Chon loc: Néu mudn sir dung phan mém bén thtr ba, hiy chon cac thuong

hiéu uy tin (vi du: Kaspersky, Norton, Bitdefender, Malwarebytes,
Avast).

v Luén cap nhat: Du ban dung phan mém nao, hdy dam bdo rang co sé dir

liéu virus ctia n6 ludn dugce cap nhat lién tuc dé nhan dién cac loai ma doc

mo1 nhat.

6.1.1.2. M4t s6 quy tdc co ban khi sir dung thiét bi va khéng gian sé

a) Khong cim USB, 6 cirng hay thiét bj la vao may tinh khi chwa kiém tra

Thén trong 1 trén hét. Tuyét d6i khong cim USB khéng rd ngudn gde, khong dang

tin cdy vao cac may tinh chira dit liéu quan trong. Néu phai cim USB la thi nén kiém

tra ndi dung ciia mot USB d6 trude khi sir dung bang cach sir dung mot may tinh riéng

biét, cii, khong két ndi mang va khong chira bt ky thong tin nhay cam nao.

Vo hi¢u hoa Autorun: Tinh nang Autorun (tu dong chay) trén Windows cho phép

cac chuong trinh trén thiét bi luu trir ngoai tu kho1 dong khi dugc két ndi, day la mot



ctra ngd 1ay nhiém virus pho bién. Ngudi dung nén vo hiéu hoa tinh ning nay trong

cai dat hé diéu hanh dé ting cuong bao mat.

Sir dung thii thuat phim Shift: Dy 1a mot meo don gian nhung hiéu qua. Bang cach
nhan va giit phim Shift trong khi cim USB vao may tinh, ban ¢ thé tam thoi ngin

chan tinh nang Autorun, khong cho céc tép ddc hai c¢6 co hdi tu thuc thi.

Thue hién quy trinh quét virus: Luon quét USB trude khi sir dung bang mot phan
mém diét virus uy tin (nhu Windows Defender c6 san trén Windows). Hodc thay vi

nhap dbp truc tiép vao biéu twong 6 USB trong “This PC”, hiy truy cip ndé mot cach
an toan thong qua cay thu muc ¢ khung diéu hudng bén trai cua File Explorer. Thao

tac nay giup tranh kich hoat cac tép autorun.inf doc hai.
b) Stir dung mang Wi-Fi an toan

Wi-Fi an toan la nhitng wifi dugc ma hod manh, c6 mat khéu phtrc tap hoac da
tit tinh ning WPS (Tinh ning gitp két ndi nhanh). Wifi & nha hodc vin phong cua
ban dugc cai dit riéng dé sur dung duogc coi 1a cac Wifi an toan. Nhung Wi-Fi cong
cdng & quan ca phé, cong vién hoic san bay thuong khong bao mat, dé bi hacker
"nghe 1én" va danh cip thong tin nhu tai khoan ngan hang hodc mat khau. Dé tranh rui
ro, ban chi két ndi Wi-Fi cong cong khi that can thiét, va nén ding VPN (mét tng
dung bdo v¢ nhu ExpressVPN mién phi co ban) dé m3 hoa dit liéu. Tai nha, hay dat
mat khdu Wi-Fi phuc tap (két hop chit, s6 va ky tu dic biét) va thay doi dinh ky dé
tranh bi nguoi la c6 thé xam nhap két ndi dugc vao Wifi ciia gia dinh. Néu dung dién
thoai, c6 thé tat tinh niang tu dong két ndi Wi-Fi dé tranh tu két ndi véi mang la. Luu ¥
rdng, khi lam vigc quan trong nhw chuyén tién online, tot nhit ding div lidu di dong
(3G/4G/5G) thay vi Wi-Fi cong cong.

6.1.2. Thiét lap va qudn 1y mdt khdu an toan
6.1.2.1. Ky thudt tao mat khdu manh

Mat khau yéu hodc d& doan 14 nguyén nhan chinh khién nhiéu ngudi bi hack tai
khoan hodc mat dir liéu. Toi pham mang thudng sir dung céc cong cu tu dong dé thur
cac mat khau phd bién (nhu “123456”, “password”) hodc dwa vao thong tin ca nhan
(nhu ngay sinh, tén) dé truy cap trai phép. Mot mat khau manh, két hop chir cai, s, va
ky tu dic biét va dam bao do dai, s& khé bi bé khoa hon, gitip bao vé thiét bi va tai
khoan truéc cac mdi de doa nhu lira dao tryc tuyén (phishing) hodc phan mém doc
hai. Kaspersky (2025)(Kaspersky Team, 2025)nhan manh rang mat khau manh can dai
it nhat 12 ky tu va khong chira thong tin c4 nhan dé doan nhu tén hay ngay sinh.



Ngoai ra, viéc khong st dung cung mdt mat khau cho nhiéu tai khodn va thuong

xuyén thay d6i mat khau ciing giam nguy co bi tan cong.

Mat khau manh 1a mot chudi ky tu duogc thiét ké dé chdng lai cac cudc tin cong
do mat khau, du 12 bang phdn mém ty dong hay bang cach phan doan thii cong. N6
gidng nhu mot chiée chia khoa cé thiét ké doc nhit va phirc tap, khién ké gian khong
thé dé dang sao chép hay bé gay. Mot mat khau dugc xem 1a manh khi hoi tu du cc

dac diém cot 101 sau :

Do dai: Mat khau cang dai thi cang an toan. D¢ dai tdi thiéu duoc khuyén nghi
1a 12 ky ty, va tot nhat 1a tir 14-16 ky tu trd 16n. Mbi ky tu duge thém vao s& lam ting
s6 lwong t6 hop ma ké tin cong phai thir 1én theo cip sé nhan, khién viéc bé khoa trd

nén cuc ky tén thoi gian va gan nhu bat kha thi.

P phire tap: Mot mat khau manh phai 13 sy két hop cua it nhat bon loai ky tur
khac nhau: chir viét hoa (A, B, C), chir viét thuong (a, b, ¢), chit s6 (1, 2, 3) va cac ky
tir ddc biét (vi du:!, @, #, $, %). Su da dang niy pha v& cac quy tic va miu hinh théng
thuong, Iam cho cac thuat todn do mat khau tré nén kém hiéu qua.

Vi du, thay vi dung “Lan2000” (dé doan), hiy dung “Lan@2023!khoMatkhau”.
Ban ciing nén st dung cac coéng cu quan Iy mat khiu (nhu LastPass hodc trinh duyét
Google Chrome) dé luu trit an toan mat khau phuc tap. Trén thiét bi, hay dat mat khau
man hinh khéa (PIN, hinh v&, hodc mat khau chir) dé ngan ngudi la truy cap. Néu nghi
ngd mat khau bi 16, hiy thay doi ngay 1ap tirc. Cac budc dudi diy s& hudng dian ban

cach dit va quan 1y mat khau trén Google Drive.
Cac bwéc thye hién dé tao/doi mat khau manh trén tai khoan Google:

Budc 1: M6 trinh duyét Google Chrome. Tai giao dién chinh cua trang, ban thyc hi¢n

an vao biéu tuong Avatar — Chon Quan Iy tai khoan Google ciia ban.

]
=
X

nvson®hou.edu.vn
Google .
e
2 Chao Ngo Van Son,

Q. Tim trén Gosgle hose ahgp mdt ’ I Qubn' T hoin Google cia ban |

+ Thém tai khoan [ Dang xuit

Buéc 2: O cot trai, chon Bao mat. Kéo xudng phan Cach ban ding nhip vao
Google — bdm muc Mit khau
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Tai khodn Q  Tim trong T khodn Google @ .

Chon muyc Bdo mét

Kb ol g
/ Hoat dong bao mat gan day

© D0 Be

Cach ben dang nhap vao Google

Buéc 3: Man hinh yéu cau nhap Mt khau hién tai — gd mat khau dang dung —
bam Tiép theo

~

G
Khoa Cong nghé
Thong tin Ngo Van Son |72 |

Buwdc 4: Nhap mat khau méi. O 6 Mat khiu méi, nhdp mat khau ban mudn dit.0 6
Xac nhan mat khiu méi, nhap lai y hét mat khau méi dé xac nhan.Co biéu tuong
con mit & mdi 6: bAm dé hién/an ky ty, giup tranh gb sai.Ngay bén dudi c6 dong Po

manh cia mat khau; co gang dé¢ hién Manh

oogle Tai khodn o = @
¢ Mat khau

An vao bigu tugng
Nhap mét khu méi tai ddy ——» guenszcosiane

Trang thai mat khdu Manh la dat yéu ciu

Bwéc 5: Xac nhan d6i mat khau.Bam Do6i mat khau.Hop thoai s& hién cac thiét bi
dang giir trang thai ddng nhap (vi du dién thoai ciia ban). Bam tiép Poi mat khau dé

hoan tat.
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« Mat khdu

Chon mét khdu manh va khang st dung lai mat khdu cho cac tai khodn
khac. Tim hidu thém @

Ban c6 thé b dang xuat khai tai khoan cla minh trén mdt s8 thiét bi. Tim
hiu thém vé nol ban & duy trl trang thai déing nhap®

Ban sé duy tri trang thai dang nhap trén cac
thiét bj nay sau khi thay ddi mat khau:
Domanhclam iy
My sif dungit! P
hofichdidunge * XisomildT

D& mét khiu

Bén canh viéc dat mat khau manh thi thoi quen thay doi mat khau dinh ky
cling 1a mot k¥ ning bao vé thong tin an toan. Bang cach dat mat khdu moi sau mot
khoang thoi gian nhét dinh (vi du: 3-6 thang), nguoi dung c6 thé han ché kha ning keé
xau khai thac mat khau da bi ro ri ma ban than chua hay biét. Bén canh viéc thay d6i
thudng xuyén, mat khau moi can tuan thu nguyén tic an toan:

e Khong stir dung lai mat khau cii hodc nhitng mat khau d& doan nhu ngay sinh,
56 dién thoai.
e Tao mat khau dai it nhat 12 ky tu, két hop chir hoa, chit thuong, sé va ky hiéu
dac biét.
e Can nhic sir dung trinh quan 1y mat khau tu dong (password manager) dé luu
trit va sinh mat khau manh.
6.1.2.2. Xdc thuc da yéu t6 (MFA/2FA)
% Kich hoat xac thuc da yéu t6

Xac thuc da yéu t6 (MFA) la bién phap bio mat manh mé& nhat ma nguoi ding
c6 thé ap dung. MFA 1a viéc str dung it nhét hai yéu t6 doc 1ap dé xac minh danh tinh
ctia ban. Du ké xau c6 ldy dugc mat khau cta ban, chiing van khong thé dang nhap
duoc.

MFA = Yéu t6 ban biét (Mat khiu) + Yéu t6 ban c6 (Ma OTP/Sinh tric hoc)

Trong do:

e Mi sb sir dung mot lan (OTP) giri qua tin nhin SMS (yéu t6 CO).
e Ma OTP duogc tao bdi iing dung xac thuc. Vi du nhu Google Authenticator,

Microsoft Authenticator hodc dugc cung cdp bdi cac nha cung cdp dich vu

khac nhu ngan hang.

e Sinh tric hoc (Van tay, khudén mit) (yéu t6 LA)
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Hanh dong BAT BUQC: kich hoat MFA trén tit ca cac tai khoan quan trong

cua ban nhu Gmail, Facebook, Zalo, Ngan hang.v.v.
% Xiac thuc hai yéu té 2FA

Xac thyc hai yéu t6 (2FA) 1a mot 16p bao mat bo sung gitup bao vé tai khoan truc
tuyén va thiét bi sé nhu dién thoai théng minh, may tinh bang, hoic laptop khoi bi
truy cp trai phép. Ngay ca khi mat khiu cua ban bj 10, 2FA yéu ciu mot bude xac
minh thtr hai, chang han nhu ma OTP giri qua tin nhin hodc tng dung, dé dam bao chi
ban moi c¢6 thé dang nhap. Phan nay s& giai thich 1y do can sir dung 2FA, huéng din
cach kich hoat va stir dung no trén cac dich vu phé bién, va cung cép cac budc cu thé

dé d& dang ap dung, gitp bao vé thong tin c4 nhan va tai san an toan hon.

Xac thue hai yéu td bd sung mot 16p bao vé bang cach yéu cau thém mot yéu td
xac minh, nhu ma OTP giri qua SMS, email, hodc ting dung xéac thuc (nhu Google
Authenticator). Diéu nay 1am ting do kho dé ké xdu truy cép tai khoan, ngay ca khi
hacker biét mat khau cta ban. Google (2025) ciing nhan manh rang 2FA 1a mot trong
nhiing bién phap hiéu qua nhat dé bao vé tai khoan Gmail, Google Drive, va cac dich
vu khac (Google - 2FA Guide). Khong st dung 2FA khién tai khoan cta ban dé bi tin
cong, dac bi¢t vdi cac dich vy quan trong nhu ngan hang, email, hodc ing dung nhén

tin nhu Zalo.

Viéc st dung dong thoi hai 16p bao vé s& gitip han ché kha nang xam nhap trai

phép ngay ca khi mot yéu to (thudng 1a mat khau) bi 10.

Thong thudng, ba nhom yéu té xac thuc chinh dugce st dung trong 2FA bao

gom:

Thir nguoi dung biét: Day 13 nhitng thong tin chi nguoi dung hop phap mdi co,
chang han nhu mat khau, ma PIN, hodc ciu hoi bio mat dugc dit sin. Mic du yéu td
nay rat pho bién, nhung lai d& bi 16 néu ngudi dung thiét 1ap mat khau yéu hodc dung

chung cho nhiéu tai khoan.

Thit nguwoi dung sé hiru: Pay 1a cac thiét bi hodc phuong tién ma nguoi ding
dang nam gitr, c6 thé 1a dién thoai nhan ma OTP qua SMS. Yéu tb nay chi hoat dong
khi ngudi dung thuce sy so hitu thiét bi twong tng, lam tang d6 kho cho ké tn cong.

Thir ngudi dung 1a: Day 1a cac yéu to sinh trac hoc duoc c4 nhan héa cao nhur
dau van tay, nhan dién khuén mat, quét vong mac hoac nhan dién giong noéi. Pay la
loai xac thyc kho bi lam gia nhat va thudng dugc tich hop trong céc thiét bi hién dai

nhu dién thoai thong minh, mdy tinh x4ch tay hodc hé théng clra ra vao an ninh cao.
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Pé bao vé tai khoan va thiét bi, ban nén kich hoat xac thuc hai yéu td trén tat ca
cac dich vu hd tro, chéng han nhu tai khoan ngan hang (Vietcombank, Techcombank),
email (Gmail, Outlook), va img dung nhan tin (Zalo, WhatsApp). 2FA thuong yéu cau
ban nhap mat khau (yéu t6 thir nhat) va mot ma xac minh (yéu t6 thi hai), c6 thé 1a ma
OTP gui qua tin nhén, email, hodc dugc tao bai ung dung xac thuc nhu Google
Authenticator hodc Microsoft Authenticator. Ban nén uu tién sit dung Ung dung xac
thuc vi ching an toan hon tin nhin SMS, vén c6 thé bi chin boi toi pham mang. Sau
khi kich hoat, hiy luu ma khéi phuc (recovery code) ¢ noi an toan dé str dung trong
truong hop mét dién thoai hodc khong nhan dugc ma OTP. Néu gap kho khan, ban cé

thé nhd ngudi than hodc lién hé hd tro tir dich vu (nhw ngan hang hoic Google).

Céac budc cu thé dudi day s& hudng dan ban cach kich hoat va stir dung 2FA mot
cach dé dang, du 1a ngudi méi sir dung cong nghé. Sau day 1a cac bude thuc hién:

Budc 1: M¢ trinh duyét Google Chrome. Tai giao dién chinh cua trang, ban
thue hién 4n vao biéu twong Avatar chon Quan ly tai khoan Google ciia ban.

v @ Memsi x o+ - o x

C G Timkiém Google hogc nhap mét URL 0 3 & @ Trueng hoe
-
Gmal Hinhanh  i33
nvson@hou.eduvn 1 X

Do hou.eduwn quén Iy

Google &

2 Chao Ngo Van Son,

Q  Tim trén Google hodc nhap mét UR 4 | Quan ly Tai khoan Google clia ban |

+ Thém tai khoan [> bing xuat

& = | & &

Chinh sdch quyén rigngtu - Diéu khodn dich vu

Google Drive

W]

Buwdc 2: Trong menu bén trai chung ta chon Bao mat
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v (& slomnt x| + - 8 x

€ 3 O %5 myaccountgoogle.com/security?gar=Wald@ihl=vifiutm_source=0GBButm medium=act e O L & Tubng hoe

a
Google Tai khoan Q, Tim trong Tai khodn Google ® = ‘
@ Trang chii

Hoat ddng bao méat gan day

XZ] Théng tin cé nhan
Tinh nang dang nhap béng quy trinh Xac minh 2

" i 09:26 - Ha N&i, Vigt Nam >
C® Dirligu va quyén riéng tu budc da bi tat
B Bio T 2y ;

Tinh ndng dang nhdp bang quy trinh Xac minh 2 i "

e e 2thg 9 Béc Giang, Viét Nam >
2, Moingudi va chia sé 1 ‘ et
B Thanh toén va géi thué bao DA thém email khéi phuc 22thg 8 - Ha N, Viét Nam >
@ Gidi thigu Xem lai hoat dong bao mat (6)

Céch ban dang nhap vao Google 2

Ban nén cép nhat théng tin nay dé dam bao liic nao ciing truy cép duoe vao Tai khoan Google cia minh

@ Xac minh 2 budc Tinh nang Xac minh 2 budc da tat > I

& Khoa truy cap va khoa bao mat Bat ddu dung khoa truy cép >
Quyénrigngty  Biéu khodn  Trd gitp wr Mt khiu Thay d8i én gén dy nhét: 22 thg 8 N
Gidi thiéu " i

*2  Bd qua mat khau khi co thé > v

Buéce 3: Tai ctra s hién ra, chung ta tim dong ndi dung Xdc minh 2 buwérc,
chung c6 thé thiy dugc trang thai di bat tinh ning xac minh 2 budc hay chua.

v (5 Hostdongbiomstgandly X + - a8 x
¢ © %5 myaccountgoogle.com/notifications/eid/62691155164121640867origin=3&gar-W; hitps¥%3A%2F%2Fmyaccountgoogle.com¥fsecurity¥3Fgark3DWald.. % £} & | b Tuonghee
a
Google Tai khoan @ = ‘
-
Vira xong @D

Tinh n&ng dang nhap bang quy trinh Xac minh
2 budc da bj tat

Pbi khi, ban van dugc yéu cau thyc hién buée xéc minh thir hai néu Google
c&n thém b&ng chimg dé xac minh danh tinh ctia ban. Tim higu thém

Windows

n NGOSON
Ha Noi, Viét Nam

@ Thiét bj nay

Quén Iy ché do cai dat

Quyénrigngty  Diéukhoin Trggilp  Gidi thigu

Bude 4: Néu tai khoan cua ban chua bat xac minh 2 bude thi ban 4n vao Bat
tinh ning X4c minh 2 bwéc. Dé dam bao c6 thé bat tinh niang ching ta can thém S6
dién thoai hoic Thiét bi két noi (16i nhic ciia Google).
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v (5 Hoaasngbdomatganaly % G Xcminh 2 budc x 4+ Ll = SR ¢

€ o0 L 1 /signinopti pli=18rapt=AEHL40xabdFtsOID_q9JCFBAMSt-pYRPV3wW-tGIMEscNT4aBmxabQ7_Mgdfiu_KrgHdovl P2D-ubpW2tKDJrkrl0... ¥ n} & @ Trtng hoc

Google Tai khoan @ # @

<« Xac minh 2 budc

dét. Chuyén dén phén Cai dat bio mate

Bét tinh néing Xdc minh 2 budc

Budc thir hai
Hay dam bdo ban cé thé truy c8p vao Tai khoan Google clia minh bing cach ludn cap nhat théng tin nay va thém cac lya
chan dang nhap khéc

&g Khoa truy cap va khod bao mat @ Thém khoa bao mét >
D L&i nhac clia Google ) 1thiét bi >
Eg Authenticator © Thém iing dung xéc thyc >
El $6 dién thoai © 03 >

Buwéc 5: Kiém tra trang thai cta dich vu da kich hoat thanh cong hay chua, cac
thong tin xac minh, bo sung thém cac phuong thirc xac minh khac néu can.

v O Hoatadngbiomitgingsy X G Xacminh 2 busc x 4 = 3 X

€ 2 0 (% 1 igninopt ?pli=1&rapt=AEHL4OxabdEtsOID_q9)CFBAMS! P} 4aBmxabQ7_MgSfiu_KrqHdovl PAD-ubpW2tKDIk0.. &%  £3 &, @ Trung hoc

Gi6 day, ban dudc bao vé bang tinh nang Xac
minh 2 buéc

Khi dang nhap, ban s& dugc yéu cau hoan tat busc thit hai an toan nhét. Do d6,
h3y dam bao réng thdng tin ndy ludn dugc cip nhat

E L&i nhac ctia Google @ 1thiétbi

[ sédienthoai © 03 =03

6.1.2.3. Loi ich va cdach s dung cong cu quan ly mdt khdu

Phuong phép viét mat khau ra gidy hodc ding mat khau giéng nhau cho moi tai
khoan 14 cuc ky nguy hiém. Cong cu quan Iy mat khau giup ban giai quyét van dé nay.

Tao mdt khau manh: Tu dong tao ra cac mat khéu phtrc tap, ngﬁu nhién. Vi du
g&Y%r37tH9@P!Z"b.

Luu trit an toan: Luu trir tat ca cac mat khau trong mot kho ma hoa dugc bao vé

bang mat khau duy nhat.
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Khong can nhé: Ban chi can nhd mot mat khau chu duy nhét.

Goi ¥ cdc cong cu: Cac trinh quan 1y mat khau tich hop san trén thiét bi. Vi du
nhu Google password manager, iClound Keychain hodc cac cong cu chuyén dung nhu
Bitwarden, LastPass.

6.2. Bio vé dir liéu c4 nhan va quyén riéng tw
6.2.1. Qudn ly thong tin, dir liéu ca nhdn
6.2.1.1. Chia se dir lieu co trach nhiém

% Déu chan ky thuat sb

Déu chan k¥ thuét s — doi khi dugc goi 1a bong k§ thuat sb hodc ddu chan dién
tor — dung dé chi dau vét ciia moi thir ma ban dé lai trén internet khi sir dung céc thiét
bi va dich vu sb. Dau vét bao gém cac trang web ma ban truy cap, lich st tim kiém,
email ban giri va thong tin c4 nhan ma ban ding ky truc tuyén. C6 thé st dung déu
chan k¥ thuat s6 dé theo doi cac hoat dong va thiét bi truc tuyén cua mot nguoi. DAau

chan k¥ thuat s6 duoc chia 1am hai nhom chinh:

Diu chan chi dong, 13 nhiing thong tin ban tu nguyén chia sé trong qua trinh
st dung. Nhu bai dang Facebook, binh luan trén dién dan, dién thong tin ca nhan vao
mau truc tuyén, dang ky mot tai khoan méi.

Diu chan thu ddng, 13 nhitng thong tin dugc thu thdp ma ban khong hé hay biét
hodc khong tryc tiép chia sé. Nhu lich st duyét web, vi tri dia ly ctia ban khi ban st
dung tmg dung ban db hay thong tin vé thiét bi ban dang sir dung.

Poi khi, khong phai lac nao ciing 16 rang ban dang dé lai ddu chan ky thuat sd.
Vi
% Nguyén tic “tdi thiéu hoa dir liéu”

N6 don gian 1a viéc chi chia sé nhitng gi that sy can thiét, khong thira mira.
Trude khi chia sé thong tin nao trén méi truong sb, hiy tu hoi “Théng tin nay c6 thuc
sw can thiét cho dich vu/ muc dich nay khong?”. Néu cau tra 1oi 1a Khong, thi dung
chia sé.

Béang dudi day mo ta mot s6 ap dung thyc té vao doi song so:

Tinh huéng Hanh dong ciia ban (T6i Théng tin can tranh cung cap
thure té thiéu héa)
Mua hang Chi cung cip Tén, S6 dién | Ngay thang nam sinh, S6
Online/Bang ky | thoai va Pia chi giao hang. | CMND/CCCD, Noi lam viéc,
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thanh vién

Tinh trang hon nhan.

Dién Form khao

sat

Chi dién céc truong c6 dau
(*) bit budc. Pién thong tin
chung chung vao céc truong
khong bét budc (Optional).

Thu nhap chi tiét, S6 tai khoan
mang xa héi (trir khi cén), Tén

nguoi than.

Str dung mang

Pit ché ¢ "Chi minh t6i"

Anh chup gidy to tiry than

xa hoi (Only Me) hoic "Ban b¢" | (CMND/CCCD/Bing lai), Vé may
(Facebook, (Friends) cho cac thong tin | bay (c6 ma vach), Thong tin

Zalo) nhay cam. truong hoc cta con cai.

Dang ky Email | St dung mot Email riéng S6 dién thoai di dong chinh (dung
(Lan dau) (Email phu) cho céc dich vu | cho ngan hang, OTP), Email chinh

khong quan trong hodc dich
vu ban khong tin tudéng

hoan toan.

(dung cho cong viéce).

Chup va luu trir

anh

X6a ngay cac anh chup gidy
to (can cuoc, s6 ho khau,

héa don) sau khi da stir dung
xong, khong luu ching trén

thu vién anh dién thoai.

Hinh anh chtra thong tin nhay cam

da str dung xong.

¢ Kiém tra va quan Iy quyén truy cip ing dung

o Huéng din qudn Iy quyén truy cdp trén Android

v Vao cai dat: M6 ing dung Cai dat (Settings) trén dién thoai cia ban.

v Tim quan Iy quyén: Cudn xubng va tim muc Bao mat & Quyén riéng tu

(Security & Privacy) hoic Ung dung & Thong bio (Apps &

Notifications). Sau d6 tim kiém Trinh quan 1y quyén (Permission

Manager).

v Kiém tra timg logi quyén: Trinh quan 1y quyén s& liét ké cac loai quyén
(Vi du: Danh ba, Vi tri, May anh, Micro).

v Hanh dong cu thé:

= Nhip vao mot loai quyén bat ky (Vi du: Mdy anh).

= Ban s& thdy danh sach cac tmg dung dugc phép sir dung May anh.
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= Xem xét: Néu thay mot img dung khong lién quan dén chup anh (Vi
du: Ung dung doc tin tirc) dang dwoc phép truy cap Camera, hiy nhap
vao g dung d6 va chon T chéi (Deny) hodc Chi cho phép khi tmg
dung dang dugc st dung.

= Lip lai quy trinh ndy véi cac quyén nhay cam khac nhu Micro va Vi
tri.
Vi du cac budc chinh sira quyén May anh cho ung dung
Bwéc 1: M6 cai dit. Tir man hinh chinh, bdm vao biéu tuwong “Cai dit”. Chon vao 6
“Cai dat tim kiém”. Tai 6 tim kiém, nhap tur khoa “Quyén ung dung”, chon muc
“Quyén tng dung” trong két qua hién ra.

7:42 742 il B G 7:42 il B G
Quyén ting dung x Hy
07:42
. \i ey
Tha,12 Thing 1 Cai dat ™) Quyén
Béo mat
Hop cong cy bén
Bao mat

) il thigu dién thoai
B3: Nhép "Quyén (ng dung”

Trinh cép nhat ¢ng dung hé Ung dung
théng Ung dung

B2: B4m véo & "Tim kiém"

=R Khoa (mg dung
x Ung dung/Khéa img dung
3 Bluetooth —_—
m Sao luu
Ma“g di déng Céc myc 43 sao kuu
% Liénthéng Sao luu Man hinh chinh I&n Xiaomi
2 0 o0 8 0 @ ¢
VPN
1 2 3 4 5 L] T B 9 o
qiwlelrltiyjujijolp

Tily chon két n6i khdc
als|dlflg|lh]jlk]!

) Xiaomi HyperAl 0 zxcvbonm @
) manbinhkhsa o, @ - Q
9 Thanh théng béo & trang thi v

Bwéc 2: Chon loai quyén can thay d6i. G man hinh Trinh quén 1y quyén, kéo xudng
va nhin vao muc “MAy anh”. Chon tng dung can chinh stra quyén trong danh sach
cac tmg dung dang dung quyén “M4y anh” (Vi du, tmg dung Hién Mau). O man hinh
Quyén M4y anh ciia ing dung, chon tiiy chon mong muén: Khéng cho phép; Luén
héi; Chi cho phép khi dung irng dung.
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7:43 all () 7:44 il B Gy 7:44 aill B GEY

= Trinh quan ly quyén € May anh : e
= Anh va video n Facebook

D4 cho phép 27/56 ing dung N % .

M Gmail : Quyén May anh

o Cam bién co thé ?5"'_5“0"1 ”:‘ﬁ%”"_g

" . 1 {a — ong can thiet sur

D4 cho phép 0/1 Ung dung 5 Google dung "May anh"
@ Darnrrl ba ‘ Grab a

Pl cho phép 18/56 ng dyng Hién Mau
v Diénthoai Hién Mau

D& cho phép 18/48 img dung

a " Quyén truy cap May anh cho tmg dung nay
— Imou Life —_

@ Health Connect o

D& cho phép 0/1 tmg dung B Inst Chi cho phép khi dung tng

r-) nstagram (@) g
B6: Chon quyén
B4: Lya chon quyén can déi B Lién két v&i Windows L can thiét 1ap
(3 Luonfol/

Lich @ Locket . ’

) DA cho phép 8124 img dung LBn truy cdp gBn g8y nhiit: 1:41 ®  Khong cho phép
o Mady quét

D M?\yu a'rl}v:,—uy,qm g dung . La w|)‘ll\|q‘l ap gén ddy nhat: 8/11/25 Wic 20:34 SO I CA Coc QUYRD Con HRML

Micrd MB Bank
@, D4 cho phép 25/66 ing dung . “: _:rw'x ap gan day nhat: 10/11/25 lic

o Huwdng din qudn Iy quyén truy cdp trén iOS (iPhone/iPad)
v Vao cai dat: M& tng dung Cai dat (Settings) trén iPhone/iPad.

v Tim quyén riéng tw: Cudn xubng va chon Quyén riéng tu & Bao mat
(Privacy & Security).

v Kiém tra timg loai quyén: Ban s& thdy danh sach chi tiét cac loai quyén
(Vi du: Camera, Micro, Danh ba, Vi tri).

v Hanh dong cu thé
= Céach 1: Kiém tra theo quyén
o Nhip vao mot loai quyén (Vi du: Micro).

o Ban sé& thdy danh sach cac tmg dung duoc cip quyén truy cip
Micro.

o Vo hiéu héa: Gat cong tac sang Tat (Off) cho bat ky tng dung
nao ma ban thay khong can thiét sir dung Micro.

= Cach 2: Kiém tra theo img dung

o Cudn xudng phia duéi cung cua Cai dat dé tim tén ung dung (Vi
du: Zalo, Shopee).

o Nhap vio tmg dung d6 va xem danh sach cac quyén duoc cap.
o Chinh sira: Tat cac quyén khong can thiét.

Vi du hudng dan quan Iy quyén truy cap Micro trén dién thoai iPhone

20



Budc 1: To man hinh chinh, bam vao bi€u tugng “Cai dat”. Trong danh sach, kéo
xuong va chon “Quyén riéng tuw & biao mat”. Tai man hinh nay, chon muc “Micro”.

09:56 8 -l T o09:56 8 -l F @
Q Thut vién g dung Cai dgt £ Cadit Quyén riéng tu & Bao mat
d - Man hinh chinh & Th vién
2 () tng dyng Dich vu dinh vi
28
Trg néing B meosi
Hinh nén
m Cha - l Danh ba
-
B siaTimién T Lich
Face ID & M3t ma L1 nhic
@ SOS khén cip & Anh
®  Théng biotiép xic —p £ suewon
£ rin Mang cuc bb
I [ Guyén riéng 1 & Bio mit I B rongtécgin
Micrd I
B1: B4m chon "Cai dat" il NS A
s — .
B2: Chon"Quyén riéng tw & camers
#» © & Bao mat" B3: Kiém tra quyé&n Micro
) [ p=y DU gy cam bién & sif dung cia
# ' ) wmai ¥ Nghian citu
hé duc = 2| Danhba 1 Homekit
T Lich  — B vi

Budc 2: Bat, tat quyén Micro v6i Google Maps. Danh sach cac tmg dung can st dung
quyén Micro hién ra. Tim tng dung Google Maps va thyuc hién gat niit cong tic sang
trang thai Tt hodc Bat tiiy theo nhu ciu sir dung ctia ngudi ding.

08:138 W FE 08:138 il FE
< Quay lai Micrd < Quay lai Micrd

@ Ung dyng thu nhd W Ung dung thu nhd

be be [ @) e e

@ chatcPT 0 @ chatepT

[ Fscebook O 3 Facebook

M Gmai [ @) M Gmai

|’? Google Maps () | 9 Google Maps

s Grab [ @) s Grab

@ wstagran Q) =P G nsgon )

B4: B6 quyén Micro vai Quyén Micro da chuyén
Google Maps sang trang thai tat

@ vy () @ ety ()

TikTok () TikTok ()

- Zalo [ @) (= zalo O

Quy tac kiém soat quyén truy cap
Loai quyén Mire do Loi khuyén
nghiém trong

Micro/May anh | Cao Chi cap cho céac ing dung giao ti€p (Zalo,
(Camera) Messenger, Zoom) hodc chup anh/quay phim.
Vi tri (Location) | Cao Chi cap cho ung dung can thiét nhu Ban do
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(Maps), ing dung goi xe. Han ché cip quyén
"Luon luon" (Always).
Danh ba Cao Chi cép cho cac tmg dung can dong bo ban bé
(Contacts) (Messenger, Zalo, Viber).
Lich (Calendar) | Trung binh Chi cap cho tng dung quan 1y cong viéc/thdi gian.
Tin nhin/Pién | Cao Cap cho cac tng dung dung dé nhan ma xac thuc
thoai (SMS) hoac ung dung goi di¢n mac dinh.

& Vo6 hiéu héa tinh ning dinh vi (GPS) khi khong can thiét

Tinh nang dinh vi cho phép cac ing dung va dich vu biét chinh xac vi tri dia ly
thiét bi ctia ban. Mic du, tién loi cho viéc chi duong hodc goi xe, viéc bat dinh vi lién
tuc sé tang rui ro bi theo ddi va bi tmg dung thu thap dit liéu di chuyén chi tiét cua

ban.
Huéng dén qudn 1y quyén vi tri trén Android

Tdt dinh vi tong thé: Thanh thong bao: Vudt man hinh tir trén xudng dé mé thanh
thong bao nhanh. Tim biéu twong Vi tri (Location) hodc GPS va nhan vao dé tit (biéu
twong chuyén sang mau xam/tring).

Dich vu vi tri da tat
Th 4,12 Thg 11 8. = G

4'_?\ Ta:\g 3._5G .I r =ji déng /7'3- Tang ?_SG J r Dir liéu di d¢

U Xiaomi Home

Chuyén sang
+ ' trang thai tat

Cdp quyén tinh chinh
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Bud6e 1: Tir man hinh chinh, bAm vao biéu tuong “Cai dit”. Trong giao dién “Cai

dat”, nhan vao 6 “Cai dat tim kiém” ¢ phia trén. GO tir khoa “Quyén rng dung” va

M
A

I4

chon muc “Quyén wng dung” trong két qua hién ra.

Nhigu méy 20T

7:42 il F )

Cai dat

| 3i dat tim kieé |

) Gidi thigu dign thoai

0 Trinh cap nhat ing dung hé
thong

B wiFi
E) sewoth

1) ™engdidong

B2: B&m vao 6 "Tim kiém"

% Lién théng

VPN

Tisy chon két ngi khac
) Xiaomi HyperAl

) Man hinh khéa

[0) Thanh théng bao & trang thai

7:42 all =

| Quyén tng dung x Huy

O Quyen

Bdo mét
Hop cong cu bén
Bao maf t

B3: Nhap "Quyén (rng dung”
@ s
Ung dung

Khoa img dung

Ung dung/Khéa tng dung

o Sao luu
Cac muc d4 sao luu

Sao luu Man hinh chinh Ién Xiaomi

2 e oo B o8 @ ¢
als|d|flg|h]ljlk]!

El 2z x|clvib|n|mEsS

23, @ 5 L fek

Budéc 2: Chon laoij quyén can thay ddi tai Trinh quan Iy quyén, chon muc “Vi tri”

dé mo danh sach cac tng dung dang st dung quyén nay. Chon tng dung ban mudn

diéu chinh, vi du MoMo. Thiét 1ap quyén vi tri cho tmg dung tai man hinh dé.

7:45
& Trinh quan Iy quyén

rL wras e sps e 2 o 1 g

Micrd
Da cho phép 25/66 Ung dung

©

i Nhac va am thanh
Pé cho phép 13/38 (mg dung

= Nhat ky cudc goi
Pa cho phép 7/14 (mg dung

o Tép
Bé cho phép 0/0 tmg dung

& Thiétbi&gan
Bba cho phép 8/48 (mg dung
B4: Lyra chon quyén can dbi

Pé cha phép §/10 img dung

@ Tin nhan }MS

il B @D

0] Vi tri
bé cho phép 21/64 (mg dung

Quyén b8 sung
5 quyén

7:47 il B G
€« Vitri
MB Bank
. Lantruy cap g B5: Chon (ng dung
1715 khéng cén thiét st
dung "May anh"
Messenger

L&n truy cp gio-s4

£ My Honda+

7 Shopee
Lén truy cap gan day nhat: 6:18

ShopeePay

L&n truy cap gan déy nhéat: 6/11/25 luc 11:35

VCB Digibank

Lén truy c@p gan ddy nhat: 10/11/25 lic
1714

(5 Xiaomi Home

Zalopay
L&n truy cép gan ddy nhat: 10/11/25 lic
1146

7:47 il R G

Quyén Vi tri

MoMo

Quyén truy cap Vi tri cho ung dung nay

e} ghi cho phép khi dung trng
L, B6: Chon quyén
can thiét lap
@®  Ludn hai

O  Khéng cho phép

Str dung vi tri chinh xéc

Khi ché d¢ vi tri chinh xac dang tat, cac O

Umg dung c6 thé truy cép vac théng tin
vi tri gan ddng cda ban

Xem tat ca céc quyén clia MoMo

o Huwdng din qudn 1y quyén vi tri trén iOS (iPhone/iPad)

v Tdt dinh vi tong thé: Vao Cai dat aQuyén riéng tu & Bao mat aDich vu

Pinh vi aGat nut tit (néu ban mudn tit hoan toan cho moi thir).
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v Cdp quyén tinh chinh theo img dung

Trong muc dich vu dinh vi (Location Services), ban sé& théy danh sach cac ung

dung.Nhip vao timg tmg dung (Vi du: Google Maps, Facebook) va chon mdt trong

cac tuy chon:

O

@)

Khong (Never): Ung dung khong bao gio biét vi tri.

Héi ldn téi hodc khi t6i chia sé: Ung dung s& hoi lai mdi lan can truy cap.

Khi ding irng dung: Nén uu tién (Chi cap quyén khi tng dung dang mé trén

man hinh).

Luén luén: Nén tranh (Ung dung biét vi tri ciia ban ngay ca khi né chay nén).

09:56 A - 09:56 8 ]
Cai dat < Caidat  Quyén riéng tu & Bao mat
Q, Thu vién ting dung
@@ i tinh chioh 8 Thurvign
210 o (ng dung I Dich vy dinh vi Bt |
mo A
: &) Troning Theo ddi
(3 s "m.1
i chinh Hinh nén
@ o ‘BS: Chon "Dich vu d@inh vi"
-
B siiamimuém ¥ Leh
Face ID & Mt ma L& nhic
ED sosknéncép L
@  Théng béo tiép xic —) Blstooth
= ein B vengcucos
| [ ouyén rieng 1 & B30 mat I @ ong tsc gin
) micrs
App Store D nhan dang i néi
— = Camera
B2: Chon"Quyén riéng tw L
& Bao mat" ¥ Sickhée
W Matkhau Dir ligu cam bién & sif dung cia
(=R =¥ Nghién ciu
&) Danhba 3 Homexkit
= Lich v
08128 - E 08:1a 8 T €
< Quay lai Dich vu dinh vi < Dich wy dinh vi TikTok
AL C——
m MoMo
Khéng v
& wve
Hoi 18n sau ho3c khi t8i chia
0 nna

Khi ding Ung dyng

@ raw
m Shopee
° Siri & Doc chinh t 4 Khi diing

@ mienvan khéng cho phép

B5: Chon sang trang thai

o Thasi tiét Khi diing
[ TikTok 7 Knic |
O ™ Khén

@ Trang web Safari

B4: B quyén dinh vi voi

| (ng dung Tikto
Xanh SM Khi diing
(= zalo = Lo
[E) oichvuh¢ théng 4
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6.2.1.2. Han ché chia sé théng tin ca nhdn lén cdc trang mang xd hoi

Thong tin ca nhan nhu sé chitng minh nhan dan (CMND/CCCD), s tai khoan
ngan hang, dia chi nha, hoac dit 1i€u ca nhan nhu anh, tin nhén, va tai liéu cong viéc la
nhiing tai san quan trong dugc luu trir trén cac thiét bi s6 nhu dién thoai thong minh,
may tinh bang, hodc laptop. Néu khong duoc quan 1y can than, nhitng thong tin nay co
thé bi danh ca"lp, lam dung, hoac mat mat, din dén cac rai ro nhu lra dao truc tuyén,
mét tién, hodc bi loi dung danh tinh. Quan ly thong tin ca nhan hi€u qua gitp bao vé¢
su an toan va quyén riéng tu cua ban khi str dung thiét bi s6 va cac dich vu truc tuyén

nhu mang xa hoi.

Dé quan 1y thong tin c4 nhan hiéu qua, ban can thuc hién ba bién phap chinh:
han ché chia sé thong tin nhay cam, thiét 14p quyén riéng tu trén mang xa hoi, va sao
lwu dir liéu thuong xuyén. Dau tién, hiy can trong khi chia sé¢ théng tin nhu sb
CMND/CCCD, sb tai khoan ngan hang, hoic dia chi nha, chi cung cdp cho cac to
chtrc dang tin cdy (nhu ngan hang chinh thtrc) va tranh chia sé qua tin nhin, email,
hoic mang xi hoi. Vi du, néu nhan duogc tin nhin yéu ciu cung cip s CMND dé
“nhan thudng”, hdy goi dén hotline chinh thirc cua té chirc dé xac minh. Thir hai, trén
cac nén tang mang xa hoi nhu Facebook va Zalo, ban nén thiét 1ap quyén riéng tu dé
gi61 han ngudi xem bai dang, anh, hodc thong tin ca nhan, ddm bao chi ban bé than

thiét hodc ngudi dugce phép méi thdy duoc.

La mot nguoi dung trén moi trudng sO, ban can nam rd nhitng quy tac sau dé bao

v¢ thong tin ca nhan ctia ban than:

o Khong cung cap thong tin nhu s6 CMND/CCCD, sé tai khoan ngan hang, mat

khau, hodc dia chi nha qua tin nhan SMS, email, hodc cudc goi tur so la.

e Xac minh ngudn yéu cau thong tin bang cach goi dén hotline chinh thuc, vi
du: Vietcombank (1900 54 54 13).

e Tranh dang thong tin ca nhan (nhu anh CMND, vé may bay c6 ma vach) 1én

mang xa hoi vi co thé bj lam dung.

e Néu 15 chia sé thong tin, thay d6i mat khau ngay lap tic va thong bao cho

ngan hang hodc co quan lién quan.

Pbi véi mang x3 hoi Facebook ban can thiét 1ap quyén riéng tu, chi dé cho ban

bé, ngudi than biét thong tin hodc dé ché do “chi minh t6i”:

Budée 1: An vio avatar >Cai diit va quyén riéng tw>Kiém tra quyén riéng tu.
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o a
# o 8 (@
. Cai dat va quyén riéng
tu

Cai dat

Ngén ngir >

R & &

Kiém tra quyén riéng tu

a Trung tdm quyén riéng tu
i=  Nhatky hoat déng
.

2s- Tuy chon néi dung
& a —
Buwde 2: Tai giao dién quyén riéng tu, chon Ai ¢6 thé nhin thay ndi dung ban chia
sé dé tién hanh cai dat cac quyén
Kiém tra quyén riéng tu

Chuny
Ban m

i s& hudng dan cich cai dat dé ban dua ra lya chon phi hfp vdi tai khoan cia minh,

n bat dau vdi chu dé nao?

B
Frp—
e
Ai o thé nhin thay néi Cach moi ngudi co thé
dung ban chia se tim ban trén Facebook
~ o
g
g
Cai dat dir lieu cua ban Cach bao vé tai khoan Tuy chon quang cao trén
trén Facebook Facebook

rén Facebook trong phan Cai djt

Bude 3: An thong tin cd nhan trong Profile Information, muc tiéu: sb6 dién thoai,

ngay sinh, qué quan... chi hién thi & pham vi an toan.

o S6 dién thoai — bdm vao — dit quyén riéng tu Chi minh ti(khuyén

nghi) hodc Ban bé néu ban mudn ban bé thiy.
o Ngay sinh
« Ngay & Thang — dat Chi minh toi(khuyén dung).
- Nim sinh — Chi minh tdi(trdnh 16 tuéi cho ngueoi la).

o Qué quan — dat Ban bé hoac Chi minh toi.
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o Bam Xong/Tiép dé luu.

(& Profile Information X
So dién thoai

+84 >
Ngay sinh

27 thang 6 3
2003 >
Qué quan

Bac Giang >

Mai quan hé

Buéc 4: Cai dit quyén cho cac Poi tuwong

() Déi tugng X
Ai c6 thé nhin thay bai viét cta ban trong tudng lai? >
Ban

Ai c6 the nhin thay tin cia ban? >
cong kha

Gidi han ai c6 thé xem bai viét cii Gidk han bai vigt ca
Ai ¢ thé xem thudc phim cua ban? >
Ban

Quay lai Tiép
« Gan thé X

Ai c6 thé xem bai viét c6 gan thé ban trén trang ca nhan cia
ban? >

Ban bé

Khi dudc gan thé trong mét bai viét, ban mucn thém ai vao dai

tugng ctia bai viét dé? >
Ban bé

Xem lai thé moi ngudi thém vac bai viét cia ban trudc khi o
thé xuat hién trén Facebook?

N&u ai d6 khong phai 1a ban bé thém theé vao bai viet, ching t6i vén sé

Xem lai bai viét c6 gan thé ban trudc khi bai viét do xuat C’
hién trén trang ca nhan cua ban?

Quay lai Tiép

6.2.1.3. Cén trong véi cdc iing dung yéu cau quyén truy cdp

Céc ung dung trén dién thoai thong minh hodc may tinh thuong yéu cau quyén
truy cap vao dit liéu cd nhan nhu danh ba, vi tri, may anh, hoac micro dé hoat dong.
Cén trong v6i cac tng dung yéu cau quyén truy cdp 1a mot budce quan trong dé bao vé

thong tin ca nhan va dam bao an toan khi sir dung thiét bj sb.
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Dé bao vé thong tin cd nhan, ban can can trong khi cai dat ung dung va quan ly
cac quyén truy cdp ma chung yéu cau. Trude khi cai dat, hiy kiém tra k§ danh sach
quyén truy cap va chi cip nhitng quyén can thiét cho chirc ning cua tmg dung, vi du,
mot Gmg dung chinh stra anh c6 thé cin quyén truy cdp may anh nhung khong can
danh ba. Chi tai tng dung tir cdc ngudn dang tin cdy nhu Google Play hoic App
Store, va kiém tra danh gia, s6 luot tai dé dam bao ung dung an toan. Sau khi cai dat,

ban c6 thé kiém tra va tit quyén truy cip khong can thiét trong cai dit thiét bi.
% Ban cin kiém tra quyén truy cdp truwde khi cai dit ieng dung:

o Khi cai dit ing dung tir Google Play hodc App Store, doc ki danh sach quyén

truy cip hién thi trude khi nhan Cai dit (Google - App Permissions).

e Danh gia xem quyén yéu cau c6 hop 1y khong, vi du: tng dung dén pin khong

can truy cap danh ba, vi tri, hodc micro.

e Kiém tra danh gia tng dung (trén 4 sao) va sb luot tai (trén 100.000) dé dam

bao do tin cay (FPT - App Safety).
% Khi siv dung phian mém Zalo can quén 1y quyén truy cdp trén thiét bi:

Chup anh & quay video: néu chi dé giri anh, chon “Chi 1an nay” hoic chup
san roi chon tir thw vién. Tranh cho phép vinh vién vi app c6 thé kich hoat camera
moi khi mo.

Vi tri: uu tién “Trong khi diung img dung” va vi tri gin ding. Chi dung
“chinh xac” khi can dinh tuyén/thanh toan theo vi tri. Khong bat quyén nén trir app

dan duong.
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)

Cho phép Zalo truy cap vao thong
tin vj tri chia thiét bj nay?

(]

Cho phép Zalo chup anh va quay
video?

Trong khi dung (rng dung Trong khi dung trng dung

Chi lan nay Chi lan nay

Chinh xac Gan dung

Khong cho phép Khong cho phep

6.2.2. Cdc riii ro vé mdt an toan thong tin cd nhin trén méi truwong so
6.2.2.1. Bi lira ddo triec tuyén.

Su thanh cong cua cac chién dich ltra dao hién dai khong chi dua vao k¥ thuat
ma con phu thudc rat 16n vao kha ning khai thac cac 16 hong tdm 1y cta con nguoi.

Céc d6i tugng lira dao thudng nham vao ba yéu t6 cdt 15i:

o Long tin: Ching loi dung uy tin cia cac t6 chirc 16n nhu ngan hang, co quan
nha nudc, hodc khai thac su tin tudng trong cac mbi quan h€ ca nhan nhu ban
bé, ngudi than dé khién nan nhan mét canh giac.

« N&i s¢' hii: Bing cach gia danh co quan cong an, vién kiém sat, chung tao ra
mot ap luc tam 1y cuc dd, de doa nan nhan ¢ lién quan dén cac vu an hinh sy
nghiém trong. N&i so bi phap luat trimg phat budc nan nhan phai hanh dong
mot cach phi 1y tri theo yéu cau cua ké lira dao.

e Long tham: Cac chiéu trd danh vao mong mudn kiém tién nhanh, viéc nhe
lwong cao, hodc nhan cac phan thudng, wu dai hip dan cling 1a mot phuong
thirc phd bién dé din dy nan nhin vao bay.

Céc hinh thtc ra ddo mao danh ngdy cang da dang va nhim vao nhiéu nhém

d6i twong khac nhau. Sau day 1a cac hinh thirc ltra dao phd bién:

< Hinh thirc mao danh co’ quan chirc ning
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Tieép can va tao ap lwe: Cac doi tugng su dung so dién thoai 4o, kho truy vét,
hodc cac ung dung gia 1ap s6 dién thoai cua co quan cong an dé goi cho nan nhan.
Chung tu xung la can bg diéu tra, vién kiém sat vién hodac tham phan, néi chuyén véi

giong diéu nghiém nghi va st dung cac thuat ngit phéap 1y dé tao uy tin.

Dung Ién vu 4n gia: Nan nhan duogc thong bao rang ho co lién quan dén mot vu
an hinh su dac biét nghiém trong nhu buoén ban ma tuy, rira tién, hodc gay tal nan chét
ngudi. Dé ting tinh thuyét phuc, ching c6 thé doc chinh x4c cac thong tin ca nhin cua
nan nhan (ho tén, ngdy sinh, s6 CCCD), nhitng théng tin nay thudng bi ro ri tir cac
ngudn khac.

Yéu céu giir bi mat va chuyén tién: Ké lira ddo yéu cAu nan nhan phai giit bi
mat tuyét d6i, khong duoc tiét 10 cho bat ky ai, ké ca ngudi than, voi Iy do "dé khong
anh hudéng dén qua trinh diéu tra". Sau d6, ching yéu cau nan nhan chuyén toan bo
tién trong tai khoan vao mot "tai khoan tam giit clia co quan diéu tra" dé x4c minh,

htra hen s€ hoan tra sau khi chirng minh duogc sy trong sach.

Thit doan "bit coc online': Mot bién thé tinh vi hon 12 yéu cau nan nhan
(thuong 1a hoc sinh, sinh vién) tuy thué phong & mot khach san, tu cach ly va duy tri
cudc goi video lién tuc dé "gidm sat". Sau do, ching sur dung chinh nhitng hinh anh

nay dé guri cho gia dinh, dan dung mgt vu bat coc va yéu cau tién chudc.

Can phai khang dinh rang, co quan Cong an, Vién Kiém sat, va Toa an tuyét doi
khéong bao gid lam viéc, triéu tip, hay yéu cau ngudi dan chuyén tién qua dién thoai
hodc bat ky nén tang mang xa hdi nao. Moi hoat dong td tung déu duogc thuc hién
thong qua gidy triéu tap, gidy moi chinh thirc va lam viéc truc tiép tai tru s& co quan

c6 tham quyén.
% Chiém doat tai khoan mang xi hdi va mao danh nguoi than

Cach thirc chiém doat: Ké Ira dao thuong giri cac dudng link Lra dao
(phishing) qua tin nhin véi cac ndi dung hap dan nhu "binh chon cho bé", "nhan qua
mién phi". Khi nan nhan nhip vao va ding nhép, thong tin tai khoan Facebook, Zalo

s& bi danh cip.

K§ thuit "nghién ciru" nan nhan: Sau khi chiém quyén kiém soét tai khoan,
ké Iira dao khong hanh dong ngay. Thay vao d6, chiing danh thoi gian am tham doc lai
cic doan hoi thoai cii dé ndm bét cach xung ho, mbi quan h¢ than thiét, va cac van dé
tai chinh gan day cua chii tai khoan. Qua trinh "nam ving" nay gip ching tao ra cac

kich ban vay tién hét strc tu nhién va thuyét phuc.
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Vuot qua buéc xac minh: Khi nguoi nhan tin nhin to ra nghi ngd va yéu cau
goi dién x4c nhan, ké ltra ddo s€ sir dung hinh anh va video cii cua nan nhan (léy tur
chinh tai khoan mang xa hoi) dé thuc hién mot cudc goi video rat ngén, chi vai giay.
Chat luong hinh anh thuong mo, rung lic, va khong co6 am thanh hodc 4m thanh rat
kém. Ngay sau d6, chung s& ngit két ndi va nhén tin lai v6i 1y do "song yéu", "dang &
ngoai dudng, khong tién néi chuyén", di dé nan nhén tin ring minh vira néi chuyén
v6i ngudi that va tién hanh chuyén tién.

% Mao danh doanh nghiép (Ngan hang, Nha mang, Cong ty tai chinh)

H§ trg vay von va tuyén dung: Cac ddi twong tao ra cac trang Facebook,
website gia mao cac cong ty tai chinh, ngan hang uy tin, sau d6 chay quang cdo cac
g6i vay v6i thi tuc don gian, 13i suat thap. Khi c6 nguoi lién hé, ching s& yéu ciu nan
nhan cai dat mot tng dung la (thuc chit 1a phan mém gian diép) hodc ndp cac khoan

phi v Iy nhu "phi duyét hd so", "phi bao hiém khoan vay" r6i chiém doat.

Théng bao sw ¢b tai khoan/thé: K¢é lira dao giri SMS Brandname gia mao ngan
hang hoidc goi dién thong bao tai khoan ctia nan nhan cé giao dich bat thudong, sip bi
khoa. Ching yéu ciu nan nhan truy cdp vdo mot trang web phishing co giao dién
gidng hét trang web ctia ngan hang dé cung cap tén dang nhap, mat khau va ma OTP.

Ngay khi c6 duoc thong tin ndy, ching s& rat hét tién trong tai khoan ctia nan nhan.

Yéu ciu chuin héa thué bao di déng: Gia danh nhan vién nha mang, cic d6i
tuong goi dién hodc nhén tin de doa s& khoa SIM hai chiéu néu nguoi dung khong
"chuin héa thong tin thué bao". Sau d6, chung huéng din nan nhan thyuc hién céc cu
phap trén dién thoai, thuc chit 1a ¢ phap chuyén hudng cudc goi. Khi di chiém quyén
nhan cudc goi, chung s€ st dung s6 dién thoai ciia nan nhan dé dang nhap va chiém
doat cac tai khoan mang xa hoi, vi dién ti, tai khoan ngan hang lién két vé6i s6 dién
thoai do.

< Lira ddo sit dung cong nghé Deepfake

Cudc goi video khan cap: Pay 1a kich ban phd bién va nguy hiém nhat. Ké lira
dao thu thap hinh anh, video va giong n6i cua mdt ngudi tir tai khoan mang xa hoi cia
ho. Sau d6, ching sir dung Deepfake dé tao mét cude goi video gid mao nguoi do,
dung 1én mot tinh hudng khan cip nhu bj tai nan, bi bét coc, hodc can tién gip dé giai
quyét cong viéc. Cudc goi thuong ngan, chat lugng khong hoan hao, nhung du dé

khién nguoi than, ban bé tin tuéng va 1ap tirc chuyén tién.

Gian lan tai chinh quy mé lén: Céng nghé nay cting dugc st dung trong céc

vu Itra ddo doanh nghiép. Mot vi du dién hinh 13 vu viéc tai Héng Kong, noi mot nhan
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vién tai chinh da bi Itra chuyén 25 triéu USD sau khi tham gia m{t cudc hop truc
tuyén. Ké Ira ddo da sir dung Deepfake dé gia mao hinh anh va giong noi ctia Giam
dbc tai chinh va nhidu dong nghiép khac trong cudc hop, tao ra mot méi trudng hoan

toan dang tin cay dé ra 1énh chuyén tién.

Téng tién va pha hoai danh tiéng: Mot mdi de doa khac 1a viéc tao ra céc
video hodc hinh anh nhay cam gid mao. K¢é xau co thé ghép khudén mat cua nan nhan
vao cac ndi dung khiéu ddm hodc cac hanh vi pham phap, sau d6 sir dung ching dé
téng tién hodc phat tan 1én mang x4 hoi nhdm huy hoai danh du, uy tin c4 nhan va

nghé nghi¢p cua nan nhan.
Dau hi€u nhan biét cudc goi video Deepfake bao gom cac dau hiéu sau:

Vé hinh anh:Biéu cam va chuyén dong: Khuén mit cia ddi tuong thuong kha
"tro", thiéu cam xtc ty nhién, hodc biéu cam khong phi hop véi 101 néi. Chuyén dong
ctia dau, mit va co thé c6 thé khong dong nhat véi nhau. Chi tiét khudn mit: Tan suit
chép mit bat thudng (qua nhiu hodc qua it). Puong vién khudén mit, toc, hodc tai c¢6
thé bi md, nhoe hodc bién dang khi dbi tuong quay dau. Mau sic va anh sang: Mau da
ctia nhan vat c6 thé trong khong tu nhién, hodc thay doi nhe giita cac khung hinh. Anh

sang va bong do trén khudn mit c6 thé khong nhat quan véi moi trudng xung quanh.

Vé am thanh:Pong bd héa: Chuyén dong cua moi thuong khong khdp hoan
toan voi 10i n6i. Chét luong: Am thanh c6 thé bi méo, khong déu, c6 nhiéu tiéng 6n la

hodc giong noi thi€u ngit di€u, cam xuc tu nhién.

V& hanh vi va béi canh:Thoi lugng cudc goi: Cac cudc goi video lura dao
thudng rat ngin (chi vai gidy), sau d6 ddi tuong s& dot ngdt ngat két ndi véi 1y do nhu
"song yéu", "mang chap chon". Twong tic: Khi nan nhan goi lai, ddi twong thuong
khong nghe may hoic néu co, ching c6 thé lip lai nhimg ciu néi da duoc 1ap trinh
san.

% Quy trinh xir 1y khi c¢6 ddu hiéu lira ddo véi “3 budc”

Dirng lai: Giit binh tinh, khong hanh dong voi vang theo yéu cau cta ddi tuong.
Ké Itra ddo ludn cb gang tao ra cam giac cap bach dé nan nhan khong c6 thoi gian suy
nghi.

Xac minh: Cup may va chu dong lién lac lai v&i nguoi than, ban bé qua mdt
kénh khac ma ban tin tuong (vi du: goi vao s6 dién thoai d3 luu trong danh ba tu
trude). Dat ra nhitng cau hdéi mang tinh ca nhan, nhiing ky niém riéng ma chi nguoi
that méi biét dé x4c thuc danh tinh.
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Hanh dong: Chi thuc hién viéc chuyén tién sau khi dd xac minh chic chin
thong tin 1a that. Néu xé4c dinh day la mgt vu ltra ddo, hay ngay lap tirc thong bao cho

nguoi than ¢6 1ién quan va bao cdo cho co quan chure nang.

Khi nhan ra minh da tr¢ thanh nan nhan cua mét vu ltra ddo, hanh dong nhanh

chong va quyét doan 1a yéu t6 then chét dé giam thiéu thiét hai.

Ngirng moi lién lac: Chin ngay lap tirc sé dién thoai, tai khoan mang xa hoi va

moi kénh lién lac khac cta ké lira dao dé tranh bi thao tung thém.

Lién hé ngan hang: DPay la budc quan trong nhit. Goi ngay dén sb hotline
chinh thtrc ciia ngan hang dé thong bao vé vu lira ddo. Yéu cau ho phong téa khan cap
tai khoan ctia ban va néu c6 thé, truy vét va tam khoa tai khoan cua ké lira dao d3 nhan
tién. Cung cap day du thong tin vé& giao dich dé ngan hang c6 co so xu 1y. Mot sb
hotline ngan hang 16n tai Viét Nam bao gém: Vietcombank (1900545413), Agribank
(1900558818), Techcombank (1800588822), MBBank (1900545426).

Thu thip va lwu trir bang ching: Tap hop tit ca cac bang chimg lién quan dén
vu Itra ddo, bao gém: anh chyp man hinh cac doan tin nhén, thong tin sb tai khoan va
tén chu tai khoan cua ké Itra dao, céc file ghi am cudc goi, video (néu c0), va cac bién
lai chuyén tién thanh cong.

Bing 1: Bing tong hop cdc hinh thirc liva ddo truc tuyén

Hinh thirc Muc tiéu Thu doan dac trung Dau hiéu nhan biét
mao danh chinh nhanh
Co quan | Gay hoang | Goi dién thoai thong bdo | Co quan chic nang
chtrc ning | mang, de doa | nan nhan c6 lién quan dén | khong bao gid 1am viéc,
tam ly dé ép | vu an nghiém trong, yéu | didu tra hodc yéu cau
budc nan nhan. | cdu chuyén tién vao tii | chuyén tién qua dién
khoan chi dinh dé "phuc | thoai hay mang xa hoi.
vu diéu tra".
Nguoi Loi dung tinh Chiém doat tai khoan | Yéu cau chuyén tién bat
than/ cam, su tin | mang xa hoi, nhén tin vay | thuong, giong di¢u hodc
Ban be tudng va tinh tién gép, thuc hién cudc | caich xung ho la, chat
cap bach. goi video ngan, chat|lugng cudc goi video
lugng mo 4o dé tao long | kém va thoi gian ngan.
tin.
Doanh Loi dung uy tin | Gai SMS/email gid mao, | Pia chi URL la, yéu ciu
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nghiép/ thwong hiéu va [tao website lira dao | cung cap thong tin nhay

Té chirc su thiéu canh (phishing), moi chao vay | cdm  (mat khau, ma
giac cua khach | von, thong bao khoa SIM, | OTP), htra hen lgi ich
hang. thong bao tring thuong. | bat thuong, c6 16i chinh

ta.

Deepfake | Lwa ddo tai | Dung video/giong néi gia | N6i chuyén khong tu
chinh, mao | mao bang Al dé déng gia | nhién, giong déu déu,
danh ngudi | ngudi quen, cép trén, | khong tuong tic linh
than hodc lanh | hodc co quan chinh thong | hoat; video mo, cimg,
dao dé chiém am thanh khong khop
doat tién khau hinh

6.2.2.2. Bi tan cong cai ma doc ae lcfy cd'p dir liéu.

Virus: La loai ma ddc tu nhan ban bang cach chén ma cua n6 vao cac chuong
trinh hoac tép tin khac. Virus can mot hanh dong tir nguoi dung, chang han nhu mo

mot tép bi nhiém, dé kich hoat va bit dau qua trinh 1ay lan. Vi du:

o Khi c6 email dugc giri dén, ké toan mé “Hoéa don 9-2025.xIsm” tir
email la — macro chay, chén ma vao céc file Office khac, tu giri email

lay lan tiép cho ddng nghiép.

o Tac hai gay ra: phd hong/lam hu file tai liéu, lam cham may, vo hi¢u hoa

antivirus; 1y sang file chia sé ndi bo, tao “6 dich” trong phong ban.

o DAu hiéu nhan biét: File tu tang kich thudc, xuét hién shortcut la, Office

hoi bat macro bat thuong.

Sau may tinh: Tuong ty nhu virus ¢ kha nang ty nhan ban, nhung sau may tinh
nguy hiém hon & chd chung c6 thé tu 14y lan qua cdc mang may tinh ma khong can
bat ky su trong tac ndo tir nguoi dung. Ching thuong khai thac cac 16 hong bao mat
trong hé diéu hanh dé di chuyén tir may tinh ndy sang mdy tinh khac, c6 kha ning giy
té liét toan bo hé thé)ng mang. Vi du:

o Mot may Windows chua véa 16i két néi Wi-Fi cong ty — Worm x4m
nhap, dung may d6 lam ban dap quét toan mang; vai phuat sau hang chuc
may CPU 100%, mang noi bg té li¢t.

o Téac hai: tbc d6 1ay nhidm cuc ky nhanh, c6 thé bi cai thém céc loai ma
doc khéc, loi dung may dé thuc hién viéc khai thac tién ao, lam cham téc

do Internet, dung hoat dong cac dich vu trong mang ndi bg.
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o DAu hiéu: thiét bi mic du chua cham gi da nong/rit quat; quan tri vién h¢
thong mang xem ban ghi két ndi phat hién nhiéu két ndi la ra/vao, log

tuong lira rat nhidu ddu vét dugc ghi lai.

Ngwa Troja: Pay 1a mot trong nhimng loai md doc nguy hiém nhat, hoat dong
bang cach nguy trang thanh mot phan mém hop phap hoic hitu ich dé lira ngudi ding
cai dat. Mot khi da xam nhap thanh cong, Trojan s€ tao ra mot "ctra hau" (backdoor),
cho phép ké tAn cong truy cap va kiém soat hé thong tir xa. Tir d6, chung c6 thé danh
Cép dir li¢u, theo doi hoat dong cuia ngudi dung hodc cai dat thém cac loai ma doc

khac nhu ransomware. Vi du:

o Nguoi dung tai “Zoom_Portable Full Crack.exe” — cai xong tuong binh
thuong nhung Trojan 4m thadm md backdoor (cira hau) chd ké tn cong

truy cap.

o Tac hai: bj diéu khién tir xa, cai thém keylogger(ghi lai nhitg ndi dung
nguoi dung gd phim), ransomware; danh cip mat khau trinh duyét, dir
liéu cong vigce.

o Dau hiéu: rat kho dé phat hién ddi voi nguoi dung phd thong; véi nguoi
c6 chuyén mén vé an ninh mang c6 thé theo ddi cong mang la mé (netstat
théy két ndi dén IP bat thuong), bat/tit chudt, cira sd hién roi tit, antivirus
bi tat.

Ma doc téng tién: Loai mi doc nay thyc hi¢én ma hoda cac tép tin trén thiét bi
ctia nan nhan, khién ho khong thé truy cap dugc dir li¢u cia minh. Sau do, ké tan cong
s& yéu cau mot khoan tién chudc, thudng 13 bang tién dién tir, dé doi lay khoa giai ma.
Day 1a mdt trong nhitng mdi de doa gay thiét hai tai chinh truc tiép va nang né nhét
hién nay. Vi du:

o Nhan vién mé tép “Pon_dat hang 2025.pdf.exe” nhin qua s€ nghi Ia file
“pdf” thong thuong nhung thyc chat 1a file cai dat “exe” — vai phut sau
file may chi va thu muc chung bi doi sang dudi .lock/.encrypted, xuat
hién thu “readme_restore.txt” doi tién ma hoa.

o Tac hai: khong truy cap dugc vao tai li¢u, anh hudng cong viéc cong ty,
dung van hanh, that thoat doanh thu, dit liéu bi ro ri ra ngoai.

o Déau hiéu: File c6 ddu hiéu bi doi duéi la (“pdf.exe”)

Phian mém gian di¢p & Phan mém quing c4o:Phan mém gian diép duoc thiét
ké dé bi mat thu thap thong tin vé ngudi dung, bao gom lich sir duyét web, thong tin

dang nhap va dit liéu ca nhan. Phan mém quang c4o thi ty dong hién thi cac quang céo
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khong mong muén. Ca hai déu xdm pham nghiém trong dén quyén riéng tu va co thé
lam giam dang ké hiéu suét cuathiét bi.
6.2.2.3. Giao dich truc tuyén an toan

Thanh toan truc tuyén, tir mua sim trén cic san thuwong mai dién tir dén chuyén
khoan qua timg dung ngan hang, da trd thanh mot phan khong thé thiéu trong doi séng
hién dai. T6i pham mang khong ngimg phat trién cac thu doan méi dé danh cip thong
tin va chiém doat tai san, bién khoéng gian mang thanh mot méi trudng tiém an nhiéu
cam bay.

Ngan hang Nha nudc Viét Nam da ban hanh Quyét dinh 2345/QD-NHNN(Ngan
hang Nha nuéc, 2023), Quy dinh nay bit budc cac giao dich truc tuyén phai dugc xac
thuc béng sinh tric hoc (cu thé 1a nhan dang khuon mait, ddi chiéu véi dit liéu sinh tric
hoc duge luu trong chip cua thé Cin cude cong dan) d6i véi cac giao dich co gia tri
cao. Cac ngudng ap dung bao goém:

e Giao dich chuyén tién c6 gia tri trén 10 triéu dong mdi lan.
e Tong gia tri giao dich chuyén tién trong ngay vuot qua 20 triéu dong.

Mot s6 hinh thtc lira ddo phd bién hién nay lién quan dén giao dich truc tuyén
bao gom:
% Gia danh nhan vién giao hang (shipper) dé yéu ciu thanh toan hoic cung cip

thong tin

Poi tuong mao danh nhéan vién giao hang, goi di¢n thong bdo c6 buu phém dang
dugc gui dén, nhung “thiéu phi xtr 1y, phi hoan tit hd so” hodc “thiéu thong tin nhan
hang”. K¢é lira dao tao cam giac gip gap va yéu cau ngudi ding chuyén khoan ngay
mot khoan phi nho, thuong chi vai chuc dén vai tram nghin déng dé “hoan tat thu

2

tuc™.

Mot s trudng hop con gii duong link gia dang website ctia cong ty chuyén phat
(nhu Giao hang nhanh, Viettel Post, EMS...), yéu cau dién thong tin ca nhan hodc tai
khoan ngan hang. Sau d6, loi dung thong tin ngudi dung dé chiém doat tién trong tai

khoan. D4u hiéu nhan biét bao gém:
e Khong co don hang nao trudc dé6 nhung van bao c6 hang guri.
e Noi ning gip gap, dung sd dién thoai la (khong phai tong dai).
e Gt link la, yéu cau chuyén khoan hoic cung cap thong tin riéng tu.

< Gia mao héa don dién, nuwéc, internet dé chiém doat tién
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To1 pham mang goi dién hoac nhén tin tu xung la nhan vién cong ty dién luc,
cap nudc, vién thong, thong bao ngudi ding dang “no tién hoa don”, néu khong thanh
toan ngay s¢ bi cit dich vu. Kém theo d6 la duong link dé thanh toan nhanh hodc ma
QR gia.

Khi ngudi ding bim vao link hodc quét ma QR, sé& bi diéu huéng dén trang gia
mao cé giao dién gidng hé thdng thanh toan dién tir, noi ké gian thu thap thong tin thé

ngan hang, OTP, hoac cai ma doc. Dau hi¢u nhan biét:

e Tin nhan/cudc goi dén ngoai gid hanh chinh, xung danh nhan vién nhung

khong noi 16 thudc chi nhanh nao.
e Sb dién thoai khong phai dau s tong dai chinh thuec.

e Link thanh toan nhin gidng thit nhung sai tén mién, vi du: evn-thanh-

toan.net (thay vi evn.com.vn).
% Lira ddo qua ma QR gia

M3 QR 1a cong cu tién loi nhung ciing dé bi loi dung dé lira dao. Ddi tuong co
thé:

e Guri md QR qua tin nhin/Zalo/Facebook bao 1a dé “xic nhdn thong tin”,
“nhan hoan tién” hodc “nhan qua khuyén mai”.
e Dit md QR gia tai noi cong cong (nhu thay ma chuyén khoan tai quan ca
phé, bai giit xe, to roi khuyén mii).
Khi nguoi ding quét mé, c6 thé bi diéu hudng dén trang thanh toan gia hodc cai
dat phan mém doc hai Am tham trén thiét bi. Dau hiéu nhan biét:
e M3 QR xuét hién bat ngd, khong rd ngudn goc.

e Trang web mo ra yéu cau cung cip thong tin thé hodc dang nhap tai khoan
ngan hang.

e Giao dién quen nhung c6 16i chinh ta nho hoic thiéu yéu té xac thuc (biéu

tugng khoa, tén mién an toan)
6.2.2.4. Nhan dién lwa dao, ma doc va bao vé tai chinh truc tuyén
% Tan cong lira diao— Moi de doa S6 1

Lira dao 1a hanh vi ké xau gia mao 1a to chirc uy tin (Ngan hang, Co quan thué,

Facebook, v.v.) dé lira ban cung cip thong tin ca nhan, mat khau hodc ma OTP.

Bing 2. Huwéng din nhdn biét tin cong lira dio
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Loai hinh M0 ta ké xau Dau hiéu nhin biét quan trong
Gia mao | Email gia mao théng | 1. Dia chi Email la: Nguoi gui c6 dia
Email bao tai khoan bi khéa, | chi email khong phai cua to chirc chinh
(Email/Web) | yéu cau nhdp vao lién | thic (vi du: nganhangagmail.com thay

két (link) dé dang nhap
lai ngay lap ttrc.

Vi hotro@nganhanga.vn).

2. Ldi chinh ta/Thiét ké: Email c6 15i
chinh ta, hoic thiét ké (logo, font chir)
trong khong chuyén nghiép. 3. Lién két
(Link) La: Khi di chuét qua link, thay
dia chi khong phai cua trang chinh thurc
du:

security.biz)

(Vi facebook.com.vn-

Gia mao tin
nhén
(SMS/Zalo)

Tin nhin SMS/Zalo
thong bdo tring thuodng,
nhan qua, hodc canh bao
ban dang no tién, yéu
cau goi lai hodc nhéip

vao link.

1. Yéu cau khan cap/Pe doa: Thuc giuc
hanh dong ngay Ildp tirc (vi du: "Tai
khodn s€ bi khoa sau 2 gio").

2. Yéu cau loi ich: Hta hen phan

thuong qud 1on (vi du: "Trung Iphone
15").

Ky thuat xa
hoi

Ké xau gia danh ngudi
than/ban beé (qua
Facebook/Zalo bi hack)
nhin tin vay tién, nho
mua thé cao hoac lura
cung cap Mi OTP.

1. Ngon ngit khac thuong: Cach noi
chuyén khac biét so véi nguoi than cua
ban.

2. Yéu cau chuyén tién gap: Doi hoi
chuyén khoan ngay ma khong c6 1y do

r0 rang.

® Quy tic VANG phong trinh

Lu6n luon nghi ngo! Pung bao gid hanh dong dua trén cam xtc (s¢ hai hoac
tham lam) khi nhan duoc cac thong bao la.

Tuyét doi khong nhap: Khong nhap vao lién két (link) hay tai vé tép dinh kém
tor nguoi la, ngay ca khi nguoi guri trong c6 vé quen.

Kiém tra k§ Lwéng: Néu nhin dugc canh bao tir Ngan hang/Facebook, hiy tur
mo trinh duyét va gd dia chi trang web chinh thtc dé kiém tra (vi du: tu gd

facebook. com), khong dung link trong email/tin nhn.
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Khéng cung cip OTP/Mit khau: Khong bao gio cung cdp ma OTP, mat khau,
hay s6 PIN cho bét ky ai, ké ca nhan vién ngén hang (ho s& khong bao gio hoi).

< Phan mém ddc hai va ma doc tong tién
Nhdn dién ma doc

v Phin mém ddc hai: La thuit ngit chung cho cac phdn mém duogc tao
ra dé pha hoai, danh cép dit liéu, hodc kiém soat thiét bj cia ban.

v Mi doc tong tién: La loai md doc nguy hiém, khi xAm nhdp s& ma
hoa (khoa) tat ca dit liéu trén thiét bi va yéu cAu ban tra tién chudc dé
mo khoa.

v Tac hai: Mét vinh vién dit liéu quy gia (anh gia dinh, tai liéu cong
viéc) néu ban khong ¢ ban sao luu (backup).

Hanh dong phong tranh

v Tuyét dbi khong tai ldu: Khong tai cac phan mém "bé khoa", tro
choi game 14au, hay tng dung tir cac ngudn khong chinh thie (vi du:
cac trang web khong phai App Store hoac Google Play Store).

v Sao luu dir liéu thwong xuyén: Pay 1a bién phap phong thu cudi
cung va hiéu qua nhat.

v Thue hién: Thuong xuyén sao luu dit liéu quan trong 1én ddm may
(nhu Google Drive, iCloud, Dropbox) hodc 6 cimg ngoai.

v Loi ich: Néu bi ma doc tin cong, ban co thé x6a sach thiét bi va khoi
phuc dir li¢u tir ban sao luu ma khong can tra tién chudc.

v Khong chay tép la: Khong md hoac chay cac tép la co dudi .exe hoac

cac tép dinh kem la trong email.
< Bao mat giao dich va thanh toan truc tuyén
o Kiém tra bio mdt trang web

v Kiém tra HTTPS: Trudc khi nhap bat ky thong tin thé ngan hang

hozc mat khau nao, ludn kiém tra trén thanh dija chi trinh duyét:

= C6 biéu twong 6 khoa mau xanh 1a cdy hodc mau xam.

= Dia chi bat dau bang nttps:// (chir khéng phai nttp://).

= Y nghia: Diéu nay dam bao két ndi cua ban da dugc ma hoa an
toan, kho bi ké x4u nghe 1én.

e Surdung phwong thirc thanh todn an toan

39



v Uu tién cong thanh toan uy tin: Uu tién thanh toan qua cic cong
thanh todn trung gian 16n, da dugc bao mat (vi du: VNPay, Momo,
ZaloPay, PayPal).

v Han ché nhip thé truc tiép: Han ché nhap truc tiép sé thé tin

dung/ATM vt Iy vao cac trang web nho hodc lan dau giao dich.
v Str dung thé a0/thé phu:

= Néu ngan hang cua ban cung cép Thé 4o (Virtual Card) hodc
Thé phu (Secondary Card), hay sur dung ching cho céc giao dich

online.

= Ban c6 thé gi6i han sb tién trong thé phu/thé 4o, hodc hay thé
ngay sau khi giao dich, giam thiéu rui ro néu thong tin thé bj 16.
% Quy tic an toan khi dung wifi cong cong
e Nhin di¢n va két noi mang an toan

v Xdc minh nguén: Ludn hoi nhan vién hoic quan Iy dia diém (quan ca phé,
san bay, ga tau ...) vé tén chinh x4c ciia mang wi-fi cong cong. Ké xiu
thuong tao ra cdc mang gid mao cé tén tuong tu. Vi du nhu “Free-café-
wifi”.

v Uu tién mang c6 mat khau: Chi két ndi vao cac mang cO yéu cAu mat
khau. Mang m¢ (khong c6 mat khiu) c6 d6 bao mat thap nhat.

v Tranh tw déng két noi: Tat tinh niang Ty dong két ndi (Auto-connect) trén
dién thoai va may tinh. Piéu nay ngan thiét bi cta ban tu dong tham gia
vao cac mang wi-fi da luu ma khong c6 su cho phép cua ban.

® Quy tic vang bdo mat dir liéu

Hanh dong BAT BUQC TRANH Hanh dong NEN LAM thay thé
Tuyét ddi khong thuc hién cac giao dich tai | Str dung mang 3G/4G/5G cua ban
chinh (chuyén khoan, thanh toan th¢). cho céc giao dich nhay cam.

Tuyét doi khong ding nhap vao tai khoan Poi dén khi vé nha hoic noi 1am
ngan hang, email (c6 chira mét khéu), hoac viéc ¢6 két ndi an toan dé dang nhap
cac ung dung luu trit tai li¢u bi mat. cac tai khoan nay.

Tuyét d6i khong tat Tuong ltra (Firewall) Dam bao Twong lwra ctia ban luon
trén may tinh. duoc bat dé chan cac két ndi doc hai
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khong mong mudn.

e Cdc bién phdp ting cwong bdo vé

v Kiém tra HTTPS: Khi duyét web cong cong, luén kiém tra xem trang web
ban dang truy cép cé bicu tugng 6 khoéa va bat dau bang https:/ hay

khong. Diéu nay xac nhan két néi ciia ban dwgc ma hoa.
v St dung mang riéng 4o (VPN):

= VPN la gi? VPN tao ra mot dudng him ma hoéa giita cac thiét bi cta

ban va Internet.

= Loi ich: Ngay ca khi tin tdc chan dugc dir li€u cua ban trén wi-fi cong
cong, chiing ciing khong thé doc duoc ndi dung vi dit liéu di duge ma

hoa.

* Hanh dong: Can nhic cai dat va su dung dich vu VPN uy tin (c6 tra
phi hodc mién phi phién ban gi6i han) khi bit budc phai dung wi-fi

cong cong.

v Tit chia sé tép: khi két ndi wi-fi cong cong, hdy tit ngay tinh ning chia sé
tép va may in trén may tinh dé ngin ngudi la trong cling mang truy cip vao
tép ca nhan cua ban.

6.3. Bao vé sirc khée khi 1am viéc trong méi truong sé
6.3.1. Nhitng yéu t6 anh hwéng dén sirc khée va tinh than khi sir dung cong nghé
56
6.3.1.1. Anh hwdng vé sirc khée va tinh than khi sir dung cong nghé sé

Moi truong lam viéc hién dai, vdi dac trung 1a thot gian dai tuong tdc vl céc
thiét bi ky thuat s6, di tao ra nhirng thach thic chua ting co ddi voi stre khoe thé chat.
Phén nay sé& di sau phan tich cac van dé pho bién nhat, tir co ché sinh 1y bénh hoc dén
cac giai phap phong ngira va diéu tri, nhdm cung cip mot cai nhin toan dién vé ganh
ning thé chat ma nguoi lao dong tri thirc phai doi mat.

Sy xut hién ctia CVS bat ngudn tir nhitng yéu ciu phi ty nhién ma man hinh k¥
thuét s6 dit ra cho hé théng thi gidc ciia con nguoi.

Giam tan suat chép mat: Khi tdp trung cao d6 vao man hinh, tin suit chép
mat cia mot ngudi c¢é thé giam xudng chi con khoang 7 1an mdi phut, so voi mic binh

thudng 1a khoang 20 1an. Viéc chép mat it hon lam gian doan qué trinh dan déu 16p
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phim nudc mét trén bé mat nhin cau, dan dén tinh trang kho mit, kich ung, cam giac
com rat va do mit.

Cing thiang diéu tiét: Khong gidng nhu chit in c6 d6 sic nét cao, cac ky tu trén
man hinh duoc tao thanh tir cac diém anh, c6 tdm sang hon va mo dan vé phia cac
canh. Diéu nay budc hé théng co thé mi cia mét phai lién tuc diéu tiét dé duy tri su
tap trung, giy ra tinh trang qua tai va moi co, dan dén cac triéu chimg nhu moéi mat,

nhin m& va kho tai tip trung tir gin ra xa.

T4c dong ciia 4nh sang xanh: Man hinh LED cua céc thiét bi dién tir phat ra
anh sang xanh, mot dang anh sang ning luong cao c6 thé gay kich thich va gop phan
gay moi mat khi tiép xtic kéo dai.

Céc triéu chimg ctia CV'S khong chi gi6i han ¢ mét ma con c6 thé anh huong dén

toan than:

Tai mit: Moi mét, cang théng thi gidc, nhin mo, kho mét, nhirc mat, mét do, co
giat mi mét va hién tuong nhin doi.

Toan than: Nhirc dau, dau co, va dau moi vai gay. Céc triéu ching nay thuong
xudt phat tir viéc nguoi dung phai duy tri cac tu thé sai 1éch (nhu cti dau, ruén nguoi
vé phia trudc) dé diéu chinh tam nhin cho phu hop voi man hinh, dic biét khi thi luc

bat dau suy gidm do moi mat.

Cot sdng va dia dém: Khi ngdi gu lung hodc truot dai trén ghé, ap luc 1én cac
dia dém cot sdng thit lung co thé ting 1én dang ké. Tinh trang nay kéo dai s& 1am mon
cac cau truc hd trg, ¢y nhanh qua trinh thoai hoa cot sdng va lam tang nguy co mic
cac bénh 1y nghiém trong nhu thoat vi dia dém. Tu thé vét chéo chan ciing gbp phan

lam cong veo cQt song va mat can bang vung chau.

H¢ co va vai gay: Tu thé dau hudng vé phia trude khi nhin vao man hinh gay
cang thang lién tuc cho cac co ¢ vung co va vai. Diéu nay khong chi gay dau méi cuc
bd ma con cd thé dan dén dau dau do cang co, mot trong nhitng loai dau dau pho bién

nhét.

Tuin hoan mau va chuyén héa: Ngdi khong ding tu thé ¢ thé chén ép cac
mach mau, 1am can tré qué trinh luu théng mau dén cic co quan va chi dudi. Hon
nita, viéc ngéi 1au lam giam hoat dong ctia cac nhoém co 16m, dan dén qué trinh trao doi
chat cham lai. Tu thé gap bung ciing 1am don trong tdm vao ving bung, khién co bung

va co lung khong duoc hoat dong, gop ph?‘fm vao viéc tich tu mao thira.
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6.3.1.2. Anh huong téi tinh than

Co ché gay mat ngu cua cac thiét bi dién tir cd nén tang khoa hoc viing chac,

xoay quanh sy tuong tac gifra anh sang va hé thong ndi ti€t cua co thé.

Vai tro ctia Melatonin: Co thé con ngudi van hanh theo mot déng hd sinh hoc
ndi tai, hay con goi la nhip sinh hoc, dugc diéu hoa chu yéu bo1 hormone Melatonin.
Melatonin duge vi nhu "hormone cua bong t6i", duoc tuyén tung trong nio bd san
xuét khi méi trudng xung quanh téi di, bao hiéu cho co thé rang di dén gio nghi ngoi

va chuan bi cho giac ngu.

Sw e ché ciia Anh sang xanh: Man hinh cta dién thoai, may tinh bang va may
tinh phat ra 4nh sang trong dai quang phé mau xanh lam, dic biét 1a & budc song
khoang 450-480nm. Céc té bao cam quang chuyén biét trong véng mac mat rat nhay
cam véi dai anh sang nay. Khi tiép xtic v6i 4nh sang xanh vao budi tdi, cac té bao nay
guri tin hiéu dén ndo, 1am ndo bo 1am twdng rang van con 1 ban ngay. Két qua 1a qua
trinh san xuat Melatonin bi ¢ ché manh mé, khién co thé khé di vao gidc ngii va lam

giam chit luong giac ngi.

Sy gian doan chu ky ngu-thtrc ty nhién gay ra nhitng hau qua nghiém trong ca

trong ngan han va dai han nhu sau:

Ngin han: Nguoi bi anh hudng s& cam thay kho ngu, gidc nga chap chon,
khong sau. Sang hom sau, ho thirc ddy trong trang thai mét moi, ué 04i, dan dén suy

gidam kha nang tap trung, gidm tri nhé va hiu suat lam viéc kém.

Dai han: Thiéu ngu kinh nién 1a mot yéu t6 nguy co dang ké doi voi nhiéu bénh
1y nghiém trong, bao gom cac bénh vé chuyén hoda nhu tang huyét ap, tieu duong loai
2, cac van dé tim mach, va dac biét 1a cac roi1 loan strc khoe tdm than nhu tram cam va

ro1 loan lo au.

Moi truong sd khong chi 1a noi két ndi ma con 1a mot khong gian tran ngap
thong tin, trong d6 c6 ca nhitng ludng thong tin tiéu cuc va doc hai. Viéc tiép xac véi
chung, du chu dong hay bi dong, déu dé lai nhiing vét seo sau sic 1én suc khoe tim
than. "Doomscrolling" (hay "doomsurfing") 14 thut ngit mo ta hanh vi tiéu thu mot
lugng 16n tin tic ti€u cuc trén internet mot cach lién tuc va am anh, mac du vi¢c nay

gdy ra cam giac budn ba, lo lang va chén nan.

Thién kién tiéu cuwc: VE mat tién hoa, ndo b con nguoi dugce lap trinh dé cha y
nhiéu hon dén cac mdi de doa va thong tin ti€u cuc nhu mot co ché sinh ton. Trong

thé gidi hién dai, thién kién nay khién chung ta dé bi cudn hut vao cic tin tirc xau.
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Nhu céu kiém soat: Di miat voi cac su kién 16n va bat on nhu dai dich hay
khiing hoang kinh té, con ngudi ¢6 xu hudng tim kiém cang nhiéu thong tin cang tot
v6i hy vong hiéu rd va kiém soat duoc tinh hinh, giam bdt cam giac bat an. Tuy nhién,
hanh vi nay thuong phan tac dung, din dén viéc bi nhan chim trong ludng thong tin

ti€u cuc.

Tac déng tam 1y: duoc chimg minh 13 c6 mdi lién hé truc tiép voi viée gia ting
cac triéu chimg lo au, cing thing, tram cam, rdi loan gidc ngi va cam giac bt luc, vo
vong. N6 tao ra mot vong luan quin: lo ling thic diy viéc tim kiém thong tin, va
thong tin tiéu cuc lai cang 1am ting thém su lo ling.

Vi tac dong cua bao lyc mang nhu vay, hdu qua gay ra ddi v6i nan nhan nhu
sau:

Tam 1y - Tinh cidm: Nan nhan cta bao luc mang thuong trai qua cam giac xau
hé, tirc gian, lo lang, bat an va bi c¢6 l4p. Tinh trang nay kéo dai c6 thé dan dén cac van
dé stc khoe tdm than nghiém trong nhu trdim cam, réi loan lo 4u, va trong nhitng
truong hop bi tham, c6 thé ddn dén y dinh ty tir.

Thé chit: Cang thfmg tam ly man tinh do bi bét nat c6 thé biéu hién ra céc triéu
ching thé chat nhu mat ngu, mét moi, dau dau va dau bung.

6.3.2. Bio vé bdn thin khi lam vigc trong méi trwong sé
% Giai quyét vin dé thé chat

e T4i wu cong thai hoc cho mét: dit man hinh cach ~50-70 cm, mép trén thap
hon tAm mat ~10—15°; tranh choi bang chinh do sang/dd tuong phan va bd
tri ngudn sang bén hong, khong chiéu thang vao man hinh.

e Quy tic 20-20-20: cir 20 phut, nhin vét cach >20 feet (=6 m) trong 20 gidy;
day 1a khuyén cdo tiéu chuan cta gidi nhan khoa dé giam ganh ning diéu tiét
va kho mat.

e Gia ting chép mat/chép mat chi dong; can nhic nudc mat nhan tao khi c6
kho6 mat (theo hudng dan 1am sang vé DES).

e Trudc gid ngi 1-2 gid, han ché man hinh hodc bat ché do giam anh sang
xanh; bang chimg thyc nghiém cho thay dung thiét bi phat sang budi tdi tri
hoan tiét melatonin va lam giam budn ngu.

Doi vi céc triéu chirng dau lung, co, vai gay:
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o Thiét ké cong thai hoc: vai tha 1ong, cang tay gan song song san, ¢ tay trung
tinh; man hinh d4i dién nguoi dung, mét cach ~50-70 cm; ghé hd tro thit
lung va cho phép ban chan dit phang.

e Nghi vi mé va thay d6i tu thé dinh ky (ding day/di vai budc/gidn co mdi
30-60 phut); bang chimg quan sat va khuyén cdo cong thai hoc cho thay
gian doan tinh lyc giam kho chiu co xuwong khop.

e RO “thiét bi thip” (dién thoai/may tinh bang) khi gd dai: dung chan dé/nang
man hinh, ban phim roi dé giam cti gap c6.

< Hanh vi va sinh ly
Dé phong tranh chung ta can thuc hién cac bude sau:

e “Vung khéng man hinh” 1-2 gid trude ngl; néu bit budc dung, bat bd loc
am mau/giam do sang va uu tién ndi dung it kich thich.

e Giir lich ngi—thtrc nhit quan, tin dung anh sang tu nhién ban ngay dé cing
cd nhip sinh hoc.

Khuyén nghi WHO 2020 néu rd: ngudi truong thanh nén dat 150300 phut/tun
hoat dong thé lyc murc vira (hodc 75-150 phit mirc manh) va gidm thoi gian ngéi tinh;
tré vi thanh nién trung binh 60 phut/ngay hoat dong murc vira—manh. Cac bai tap ban
6 thé tap tai nha bao gém:

e Chu ky “ngdi—dimg—di bd ngin” 30-60 phut/lan trong ngay lam viéc; tan
dung ban dimg hoic hop dimg dé cit chudi bat dong kéo dai.

e Lap “muc tiéu tudn”: t6i thiéu 150-300 phat mirc vira + 2 budi ting co; ding
nhéc viéc/thiét bi ¢ém budc dé theo ddi

% Strc khée tinh than

Péi véi sirc khoe tinh than, chung ta ¢6 nhirg cach phong chong sau:

e “V¢ sinh s6” cho ngudn tin: gidi han thoi luong doc tin tiéu cuc, dit gio
“ngat” va uu tién ngudn dang tin (giam doomscrolling)

e Dung chu dong c6 chon loc (chia sé—tuong tac c6 muc dich) thay vi ludt thy
dong; nhiéu nghién ctru ghi nhan dung thu dong lién hé nhiéu hon véi so
sanh xa hoi va tam trang ti€u cuc.

e Thiét 1ap cong cu chdng quiy rdi: chian/bio cdo tai khoan, luu bang ching,

va tim hd trg chuyén mon/kénh phap 1y khi can.
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e Gop luot kiém thong bao theo “khung gio” (vi du: 3—4 lan/ngay) va tit day
thoi gian thuc cho kénh khong khan.
o Thiét ké “ving lam sdu” (deep-work): lich chin thong bao 45-90 phut,
thong bao cho dong nghiép kénh khan cp néu can.
Pé hé théng hoa lai toan bd cac van dé va giai phap di thao luan, gitp ban co
mot cai nhin tong quan va mot cong cu tra ciru nhanh chéng trong cudc sdng hang
ngdy, bang tong hop dudi dy sé tom lugc nhirng thong tin cbt 151 nhat.

Bdng 3. Triéu chirng va bién phap bdo vé sirc khoe khi lam viéc trong moi truong s6

Linh vue | X Tri€u
i " | Van de cu h 2 Nguyén nhan | Bién phap bao vé (Ca
anh 2 chirng/Biéu P R .
i the N , cot 16i nhan & Moi truong)
hwdng hi¢n chinh
Hoi ching | Méi mit, kho | Giam  chdp | Ap dung quy tic 20-20-
Thi giac mét, nhin mo, | mat, cang | 20, tdi uwu vi tri man
may  tinh | dau dau thang  diéu | hinh va anh sang, st
(CVS) tiét, 4nh sang | dung nudc mit nhan
o xanh tao
Thé chat _ ]
Dau lung, | Pau moéi cac | Ngoi lau, sai | Thiét 1ap khong gian
cd, vai gay | ving co | tu thé, thiéu |lam viéc cong thai hoc
xuong, cong | van dong (ghé, ban, man hinh),
veo cot song, thuong xuyén dung day
gu lung van dong, kéo gian
Mit ngti Kho di vao|Anh  sang | Ngung sir dung thiét b
gidc ngu, gic | xanh wc ché | dién tr 1-2 gio trude khi
ngu khong sau, | san xuét | ngu, bat ché d6 loc 4nh
mét moi melatonin, rdi sang xanh, tao moi
loan nhip sinh | truong ngii tdi va yén
Hanh vi hoc tinh
& Sinh 1y | Nghién St dung qua | Vong lap | Tit thong bao, dat gisi
mang x4 | muc, lo léng Dopamine, han thoi gian s dung,
hoi & | khi khong | hoi chung | thuc  hanh  "digital
Game duoc dung, sao | FOMO, thiét | detox", tang cuong hoat
ling cong viéc | ké nén tang | dong thyc té
va cudc song | gdy nghién
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thuc
Tac dong | Lién tuc xem | Thién kién | Gidi han thoi gian doc
tam ly tin tirc tiéu cyc, | tiéu cuc, nhu | tin tirc, chon loc ngudn
cam giac lo au, cau kiém soat | tin uy tin, thyc hanh
bat luc, tram thong tin | chdnh ni¢m, tham gia
cam trong bdi | hoat dong sang tao dé
Tinh canh bt on giai tda
than Bao  luc | Bi cong kich, | Hanh vi bat | Khong phan tng, luu
mang ling ma, de|nat co6 chi|bang chimg, chin va
doa trén mang; | dich cia | bdo cdo ké bat nat, tim
cam thdy x4u |nguoi  khac | kiém su hd tro tir ngudi
ho, co lap, trdm | trén  khong | than va chuyén gia
cam gian sd

6.4. Bio vé méi truong sb
6.4.1. Tdac dong ciia cong nghé sé doi véi méi trwong

Thé ky 21 dugc dinh hinh bai su trdi ddy manh mé cta cong nghé s6. Tir cach
ching ta giao tiép, van hanh nén kinh té, d&én quan tri xa hoi, cudc cach mang k¥ thuat
s6 di len 10i vao moi khia canh cua doi séng hién dai, tao ra mot thé gidi két ndi véi
tdc d6 tang truong dir liéu va thiét bi theo cdp s6 nhan. V& 1y thuyét, cong nghé sd hira
hen mot twong lai "phi vat chit", noi cac quy trinh duoc tdi wu hoa, tai nguyén dugc

str dung hiéu qua hon va nhiéu hoat dong vat 1y duogc thay thé bing cac tuong tac o.

Su gia ting chong mit cia rac thai dién tir khong phai 1a mot hién tuong ngau

nhién ma dugc thic day bdi cac yéu to kinh té va xa hoi sau sac.

Vong doi san pham ngin: Dong luc cdt 161 ciia nganh cong nghé 13 sy d6i moi
khong ngimng, tao ra cac san pham nhanh hon, manh hon va nhiéu tinh ning hon. Chu
ky d6i moi nay truc tiép rat ngan tudi tho cua cac san pham hién c6, khién cac thiét bi
chi méi vai ndm tudi di trd nén 151 thoi. Pidu nay tao ra mot vong lip ludn quén: su
thanh coéng vé mit cong nghé va kinh té lai truc tiép thuc day cudc khung hoang rac
thai dién tor, bién nd thanh mot dic tinh ¢d hitu cia mé hinh kinh doanh cong nghé

hién tai thay vi 1a mot tac dung phu khong mong mudn.

Chii nghia tiéu ding va nhu cau khong bén virng: Cung véi su phat trién cua
cong nghé 1a su thay doi trong hanh vi nguoi tiéu ding. Nhu cau lién tuc cap nhat cac

thiét b1 mdi nhat va cac doi hdi ngay cang cao vé tién ich va tinh ndng da thuc day mot
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nén vin hoa "thay thé thay vi stra chita". Viéc tiéu dung thiéu bén viing nay 1a mot

trong nhitng nguyén nhan chinh khién céac béi rac dién tir khong ngimg banh trudng.

Sw thiéu hiéu qua ciia hé thong thu gom va xir ly: Tai nhiéu qudc gia dang
phat trién, bao gdm ca Viét Nam, hé théng thu gom va xtr 1y rac thai dién tr chuyén
nghi¢p con rat yéu kém hodc chua ton tai. Hau hét cac thiét bi thai bo bi vt chung véi
rac thai sinh hoat hodc roi vao tay cac co so tai ché phi chinh thtc, dan dén viéc xa

thai cac chat ddc hai ra moéi truong mét cach khong ki€ém soat.

Su phat trién bung nd cta Tri tué nhan tao (AI), dac biét 1a cac mo hinh Al tao
sinh, dang ddy nhu ciu ning luong cia cac trung tdm dit liéu 1én mot tAm cao moi.
Céc tac vu huin luyén va van hanh AI doi hoi nang luc tinh toan cuc 16n, dan dén viée
tiéu thu dién nang cao hon dang ké. Mot may chu Al trang b1 8 GPU c6 thé tiéu thu
t61 10,2 kW dién, cao hon nhiéu so véi cac may chi truyén thong. Cac dy bao tir IEA
va Morgan Stanley cho thidy muc tiéu thu dién cta cac trung tdm dir liéu chuyén dung
cho AI c6 thé ting gip bdn lan, va luong khi thai carbon lién quan c6 thé ting gap ba

vao nam 2030.

6.4.2. Cdc bign phdp bdo vé méi trwong khi sir dung thiét bi so
6.4.2.1. “Con khat” nang luong vo hinh

< Giai phap tir cac "Ga khong 16" Cong nghé

Diing ning lwong sach: Ho dang dau tu hang ty do la vao ning luong mit troi
va gi6. Muc tiéu ctiia Google 1a dén nam 2030, mdi gio hoat dong ciia ho s& dung ning
luong sach dugc tao ra ngay tai thoi diém do [13]. biéu nay giéng nhu viéc ban chi
dung dién khi nha ban c6 nang hodc gid, thay vi dung dién luéi rdi cubi thang trong
mot cai cay dé "bu dap".

Lam mdt thong minh hon: Thay vi chi dung diéu hoa, ho tim dén nhiing giai
phap sang tao. Microsoft da thir nghiém dit trung tdm dir liéu dudi day bién dé tan
dung nudc lanh ty nhién lam mat. Cac cong ngh¢ lam mat béng chit long cling hiéu
qua hon rat nhiéu, giéng nhu hé théng tan nhiét nudc trong cac may tinh cao cap.

Chon phin cieng tiét kigm dién: Viéc chuyén tir 6 cimg HDD (loai dia tir quay)
sang O cing SSD (loai chip nhd) ¢ thé tao ra khac biét 16n. Hiy hinh dung 6 HDD
giong nhu mot nguoi thi thu phai chay di tim sach trén cac ké dia quay, con 6 SSD
giong nhu mot thu vién sb, tim thong tin ngay 1ap tirc. SSD khong chi nhanh hon ma

con tiét kiém t6i 80% nang lugng so véi HDD.

% Giai phap tir chinh ching ta
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Don dep "dam may'": "Dam may" khong phai 1a mdt ddm may that. No la
nhitng may chu trong trung tim dir liéu. Mdi email rac, mdi tAm anh trung lap, mdi tép
tin khong bao gio ding dén ma ban luu trén Google Drive hay iCloud gidng nhu mot
bong dén nho bi bé quén, van 4m tham tiéu thu dién 24/7. Hay danh thoi gian don dep
dinh ky.

Xem video mdt cach thong minh: Xem video chat lugng 4K Ultra HD gidng
nhu ding mot chiée xe tai 16n dé ché mot mon hang nho, rat ton "xiang" (dit liéu va
ning luong). Néu ban chi nghe nhac hodc xem nhitng ndi dung khong doi hoi do sic
nét cao, hiy chuyén chat luong video xudng 480p. Sy khac biét vé ning luong 1a rat

dang ké.

Mua sim c6 ¥ thire: Khi mua d6 dién tir méi, hiy tim nhan Energy Star. N
gidng nhu mét "gidy ching nhan bé ngoan", dam bao ring thiét bi d6 duogc thiét ké dé

tiéu thu it dién nang hon.
6.4.2.2. "Qua bom né cham" rdc thai dién tir

Chiéc dién thoai, laptop, hay TV cii ctia ban khi b1 vt di s€ tré thanh rac thai
dién tr (e-waste). Pay khong phai la rac thong thuong. Bén trong vé ngoai vo hai do
12 mot "bdi min" héa hoc, chira ddy chi, thity ngan, cadmium va nhiéu chat doc khac.
Khi b1 chon lép khong dang céach, nhirng chat doc nay sé ngém vao dit, vao nudc, va
cudi cung di vao chudi thic an, anh hudng truc tiép dén stc khoe cta chiing ta.

< Giai phap t6t nhat: Kéo dai sy song cho thiét bj

Trude khi vt mot mon do di, hiy tu hoi ba cau hoi vang: Giam thiéu? Tai s
dung? Stra chira?

Giam thiéu: Cac nha san xuat thuong mudn chung ta ning cip dién thoai mdi
nam. Hay chéng lai su cam do do. Hay tu hoi: "Chiéc dién thoai hién tai c6 thuc su
khong dap tmg duoc nhu cau cia minh nita khong?". Mua it hon chinh 14 cach bao vé
moi truong hiéu qua nhat.

Tai str dung: Dung virt di! Mot chiée dién thoai cii van c6 thé trd thanh camera
an ninh, may nghe nhac, d6ng ho bao thirc thong minh, hodc mot mén qua ¥ nghia cho
ngudi can nd hon. Ban c¢6 thé ban lai trén cic nén tang nhu Cho Tot hodc quyén gop
cho céc t6 chue tir thién.

Swra chira: Sua chira 1a mgt "si€u nang luc" ma ai cling nén c6! V& man hinh
hay hong pin khong c6 nghia 1a thiét bi da "chét". Cac nén tang nhu iFixit 1a mot kho
bau v&i hang ngan hudng dan stra chita mién phi. Viéc tu minh stra chita khong chi

tiét ki€ém tién ma con mang lai cdm giac lam chu cong nghé tuyét voi.
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< Giai phap cudi cang: Tai ché diing cich

Khi mét thiét bi thuc sy khong thé ctru van, day 1a con dudng cudi cing. Vit nd
vao thung rac thong thudong 1a mot téi 4c voi méi trudng. Hay tim dén nhitng diém tai
ché c6 trach nhiém.

Bao vé hanh tinh khong phai 13 viéc gi d6 qua to tat. N6 bat dau tir nhitng lya
chon nho ctia ban mdi ngay. Moi lan ban sira mot mon dd, don dep email rac, hay
mang mot cuc pin cii dén ding diém thu gom, ban dang 1a mot ngudi hiung cua moi

truong.
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